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Four Steps to Reduce 
SAP® Indirect Access Risk
A guide to ensure you get full visibility
of your SAP estate

AN ESSENTIAL GUIDE FOR PROACTIVE PRACTITIONERS



Keeping on top of  SAP®  licensing is an increasingly 
time-consuming and complex task for all SAP 
customers. The correlation between licenses defined in 
a contract versus technical entitlement to use the SAP 
system has always been open to interpretation.

SAP announced in 2018 that Indirect Access would be 
assessed based on the number of digital documents 
created, and customers could choose whether to move 
to the new licensing model. However, many SAP 
customers are in the dark regarding their 
organization’s indirect access risk and lack the 
necessary information to choose the licensing model 
that best suits their needs.

So how do you know whether to stay on your current 
model or switch to the new one? To risk fines as in the 
Diageo court case or face renegotiating your contract?

This guide reveals four steps to help you:

• Optimize your direct usage
• Gain insight into your indirect usage
• Make the right decision on which license

model to use
• Ensure ongoing compliance and minimize risk

Snow can help you understand how to reduce license 
management overhead through process automation 
and strengthen your position when negotiating your 
indirect usage contract amendments with SAP.

A UK court ruled in favour of 
SAP against Diageo for £54 
million in determining the 
right of software vendors to 
charge license fees to users 
on indirect access to SAP 
generated data.

2

The risk is real
Global drinks company Anheuser-Busch 
InBev (AB Inbev) publicly disclosed that 
SAP is pursuing an arbitration process 
of up to $600 million in compensation 
for unlicensed use (direct and indirect) 
of its software.  

SAP’s introduction of a new Digital 
Access licensing option means that all 
organizations face a tough choice of 
which license model to use for Indirect 
Licensing. 

SAP is pushing for a decision so SAP 
customers need to act quickly to 
understand which option best suits 
their needs.
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Step one
Assign / reassign users to their correct 
license type.

WHAT TO DO

SAP has more than 40 named user license 
types in its standard definitions, ranging in 
price from $60 to $7,000 per license. These 
license types determine the set of 
transactions the user is permitted to 
perform in the SAP environment.

SAP puts the onus on its customers to 
assign the appropriate named user license 
type to each user account. Without the 
right usage information upfront, the only 
way to do this is to generalize and attempt 
a best-fit, ultimately leading to 
inaccuracies and overspend. A far more 
efficient and accurate method is to look at 
precise usage of existing users in the 
system and map them to their ideal license 
type.

HOW TO DO IT

Use a solution like Snow Optimizer for 
SAP® Software to measure transaction 
activity for every user, aggregated across 
all systems over time to get an accurate 
view of real usage. This empowers the SAP 
team to fit the appropriate license type for 
every user. Assigning the ideal license for 
each user ensures the most efficient use of 
your enterprise investment. In addition, 
understanding the standard license type 
for a set of users who perform the same 
job role enables accurate assignment for 
new users in that same / similar role.
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Step two
Right-size the direct user 
population.

WHAT TO DO

The SAP team should ensure that users 
with duplicate SAP licenses are corrected so 
that the organization does not double-pay 
(or worse) to  license an individual user.

The number of users requiring access to 
the SAP estate can fluctuate over time. 
Without the right processes in place, it’s 
easy to end up with a bloated population of 
users, many of whom do not require 
a license. The longer the SAP estate is left 
without checking and rectifying, the greater 
the percentage of wasted, unnecessary or 
incorrect licenses there are likely to be.

By putting a process in place, aided by an 
automated solution, that checks for inactive 
users on the SAP estate, you can re-harvest 
and reassign unrequired licenses.

Users who have been inactive for a certain 
period can have their license revoked and 
returned to a pool for others to use. This 
can also be directly integrated with HR 
systems to deactivate users who have been 
flagged as having left the organization.

HOW TO DO IT

Use a license optimization solution to 
monitor usage of all SAP systems across the 
entire estate to identify inactive users. 
Users who have been inactive for more than 
90 days (or whatever date is deemed 
appropriate) can have their license returned 
to a pool for reassignment as and when 
they are required.

The solution enables the administrator to 
automatically consolidate duplicates in the 
environment by aggregating attributes 
which are unique to the individual.

Performing this step alone provides 
significant financial benefits. A right-sized 
population will  typically free up many 
licenses, meaning that new license 
purchases are not required for some time, if 
at all, depending on the overall growth of 
the SAP user population.



“Snow Optimizer for SAP® 
Software has given us 
unprecedented visibility into 
our SAP environment.”
SAM Manager, Bridgestone

Next, predict how many documents your organization 
will create under the new licensing model.

Collate information on how many of each document 
type have been created on your system, ignoring those 
that have been created by a user with a direct license 
or as an addition to an existing document.

To make the right decision, you need to have a clear 
understanding at a granular user level of exactly how 
many digital documents are being created, who is 
creating them and whether they would count as digital 
access under the new model.

HOW TO DO IT

To understand your current situation, use an 
automated solution such as Snow Optimizer for 
SAP® Software to identify systems and users who are 
indirectly accessing the SAP environment.

Effective solutions can automate the creation of 
an architectural diagram of your SAP environment 
including all connected third-party systems and the 
reconciliation of direct versus indirect users to  
those systems.

In addition, they can automatically collect  
information across the entire estate and show how 
many documents are being created and which users 
are creating them.

Enter negotiations with SAP from a position of strength 
to ensure you have the licensing system that’s right for 
your organization, rather than the one that suits  
SAP best.

Step three
Compare costs of your current indirect 
licensing model to the new digital 
access model, optimize your license 
exposure and make the right choice.

WHAT TO DO

To make the right decision for your organization you 
need to know your best-case license liability under 
your current contract and predict what those costs 
would be under SAP’s new Digital Access model.

Initially, optimize your indirect user licenses. Under 
your current contract, any individual who accesses 
SAP-stored data in real-time, directly or indirectly, 
must have an SAP named user license of the correct 
type provisioned for them.

Configure third-party systems – When a third-party 
system interfaces with your SAP system, SAP will count 
all users of that system as needing indirect licenses, 
regardless of whether they use them to access SAP 
data or not. You should configure the third-party 
system so that access is restricted to only those who 
require it.

Consider real-time access requirements – If the  
third-party application / system does not need real 
time access to SAP data, configure it as such. This 
might be considered as a static read and not require 
an SAP license.

Remove duplicate licenses – Where a user has a direct 
user license, there is no need for an additional license 
to access SAP via a third-party application.

This will give you the best possible licensing scenario 
under your legacy model.
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Step four
Automate optimization 
and alerts.

4. WHAT TO DO

Reduction of risk and license optimization shouldn’t 
be a one-off task. Once you have established an 
optimized position, you should make sure that it 
remains as such through process automation.

The benefits of doing this are multiple and include, 
but are not limited to, the following:
•  An optimized license position ensures that you

always know the pool of licenses available to you,
preventing unnecessary purchases.

•  Compliance reporting is simplified significantly.
An LAW report can be produced rapidly without
fear of expensive errors.

•  Centralized license management and alerting
can ensure that you never accidentally fall out
of compliance.

•  Any new third-party systems which are added
to the SAP environment can be accurately
cost estimated.

HOW TO DO IT

Once you have verified your license management 
and optimization processes, use Snow Optimizer 
for SAP® Software to automate them. Tasks such 
as reassignment of users, duplicate removal, re-
harvesting, and license revocation can be run on a 
scheduled basis which is either overseen and run by 
the administrator or fully automated.

In a large organization, it is very easy to find that new 
third-party systems are added to the SAP environment 
without knowledge of the team responsible for 
licensing. For example, a new system could be set up 
for a department in a single geographic location or a 
developer could set up a test system without notifying 
the license administrator. Snow Optimizer for SAP® 
Software alerts on such occurrences by identifying  
and pinpointing anomalous user behaviour which  
identifies that the “user” is actually an interface 
between third-party system and SAP and could  
create Digital Documents.

These alerts can be flagged to the administrator 
for investigation. Furthermore, this encourages  
the culture of openness where the costs of all  
new initiatives are considered before putting  
into production.



SUMMARY

Have a clear overview of how many digital documents 
are being created, who is creating them and whether 
they would count as digital access under the new 
licensing model - all the key elements necessary to 
compare existing license costs to predicted under 
SAP’s Digital Access license model.

Make sure that you get full visibility of your SAP estate. 
Understand your contracts, terms and conditions and 
tie them to your direct users to create an optimized 
license position. The better you manage your direct 
estate, the better you can understand the financial 
liabilities associated with Indirect Access.

Automate any processes that you can to simplify your 
license management and alert when unexpected 
changes are made.

By doing this you will not only be ready for an audit 
and aware of costs upfront, you will most likely have 
discovered significant savings along the way. Arduous 
licensing tasks performed by the SAP Basis team can 
be dramatically reduced in time.

Ultimately, your organization will be in a far stronger, 
financially predictable position. The steps above will 
achieve this and more.
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TIME TO ACT

The risk to your organization 
of having to pay substantial 
unbudgeted fees to SAP 
for unauthorised usage is 
too great to ignore. SAP 
will continue to recoup 
unpaid license fees from 
organizations who stay on 
their current contracts and 
are indirectly accessing their 
SAP environment through 
third-party systems.

https://www.snowsoftware.com/int/products/snow-optimizer-sapr-software
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Contact Snow

www.snowsoftware.com
info@snowsoftware.com

Follow Snow

Try Snow for yourself
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