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Miami vice
Ivan Valdes rose from cutting grass to heading up a large maintenance division at 
Miami International Airport. He earned $98,000 at his county job, yet he owned a 
Porsche, rented skyboxes for concerts and wore hand-tailored Sartori Amici suits. 
He also took breaks from work to meet up with a retired airport executive who 
handed him as much as $50,000 cash in grocery bags in an airport parking lot.

The kickbacks were for cooperating in a scheme to have the airport authority pay 
$8.8 million for industrial light bulbs that were worth only about $3.5 million. A 
distributor colluded by artificially inflating price quotes to competitors, so the 
contracts kept coming to the “low” bidder, Global Electrical & Lighting Supplies. 
Valdes and his co-conspirators split nearly $5.2 million over five years.

“The procurement process is ripe for fraud,” said Jen Dunham, a Principal Solutions 
Architect in the Security Intelligence Practice at SAS. “As long as organizations have 
been purchasing goods and services, there have been risks associated with that, espe-
cially for very large, global organizations.” Nearly 30 percent of organizations report 
incidents of procurement fraud, which spans all industries and markets.1

“Fraudsters are often working in more than one area,” said Dunham. “If they successfully 
exploit one system, it’s often very alluring to exploit other systems. If one type of 
procurement fraud pays off, expand to another angle. In this digital and cyber age, 
there is the perceived notion that it’s easy.”

The complexity of the procurement process, the potential for fraud at all phases of the 
process, the involvement of many people, and the sheer number of transactions 
combine to make detection a challenge. Fraud is usually discovered by auditors after 
the losses have occurred, if at all.

Flavors of procurement fraud
Most procurement fraud occurs during the solicitation phase, where vendors can 
operate in collusion with each other or with procurement officers in various ways that 
compromise the fairness of the bidding process and potentially result in higher contract 
costs.

For example, contractors can negotiate among themselves to control how the bidding 
is awarded. You pat my back, I’ll pat yours. They can agree to share the business by 
alternately bidding low on an RFP to cede the business to each other, taking turns, or 
agreeing to take different areas of the business (bid rotation, market division). 
Contractors could submit outdated pricing schedules to win the business, then try to 
correct their intentional “error” after the award (defective pricing scheme). Procurement 
officers could reveal details of the bid process or negotiations to give a vendor an 
unfair advantage (bid leaking).

1 PricewaterhouseCoopers (PwC) Global Economic Crime Survey 2014
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Even after the contract has been awarded, the potential for fraud is ever-present. For 
instance, a vendor could:

• Charge more than the contractually agreed price and hope the overcharge goes 
unnoticed.

• Submit duplicate invoices in the hopes that both invoices are processed.

• Deliver non-conforming goods or services of lower value than the contract.

• Abuse the change order process to artificially inflate the contract value over time.

• Work in collusion with an insider to submit bogus invoices while delivering no 
goods or services at all.

It seems brazen, but it happens. Here are some other headline-makers:

Joseph Nicolla, head of Columbia Development Corp., had developed more 
than 9 million square feet of commercial space in the Albany, NY, area, valued at 
more than $1.5 billion. He is credited with massive urban revitalization.

His troubles began when Alain Kaloyeros, then president and CEO of SUNY 
Polytechnic Institute, allegedly leaked to Nicolla the full details of contract 
requirements for a $27 million dorm project a month before the RFP was issued.

There are suspicious connections. One of the requirements was that the dorm be 
within a 10-minute walk of campus. Long before the college solicited construc-
tion bids, an entity affiliated with Columbia Development snapped up homes in 
the target area. Ultimately Nicolla was charged with bid-rigging, and the dorm 
project was redesigned and awarded to another bidder.

Enforcement data from the US National Procurement Fraud Task Force suggests that 
bid-rigging, bribery, embezzlement and submission of false invoices are the most 
common schemes.

“Procurement fraud is particularly troubling when it impedes the social good,” said 
Dunham. A recent scandal in South Africa is a case in point.

A government task force found South Africa’s equivalent to the famous $640 
Pentagon toilet seat – a paper binding machine that the government buys from its 
suppliers for the equivalent of almost $2,000, about 13 times what it costs in a 
store. By some estimates, fraud could represent as much as 40 percent of the 
government’s 600 billion rand ($44 billion) budget for goods and services.

“That means without adding a cent, the government can increase its output by 30 
to 40 percent,” the country’s chief procurement officer told Bloomberg Markets.2 
“We could be building more roads, more schools without even adding more 
money to the current budget.” The pressure to better manage procurement took 
on new urgency as South Africa saw its credit rating downgraded to junk status.

2  Mkokeli, Sam; Treasury Hunts Fraud Worth $17 Billion in S. Africa Spending, Bloomberg Markets, Oct. 5, 2016, 
https://www.bloomberg.com/news/articles/2016-10-05/
treasury-hunts-fraud-worth-17-billion-in-south-africa-spending

https://www.bloomberg.com/news/articles/2016-10-05/treasury-hunts-fraud-worth-17-billion-in-south-africa-spending
https://www.bloomberg.com/news/articles/2016-10-05/treasury-hunts-fraud-worth-17-billion-in-south-africa-spending
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Sometimes the fraud is so pervasive that it has become the norm, a part of the culture, 
Dunham said, describing a high-profile case in Detroit that unraveled at the start of the 
2016 school year.

Thirkell Elementary Middle School principal Clara Smith received $194,000 in 
kickbacks from vendor Norman Shy as a reward for approving his phony invoices 
for supplies that were paid for but never delivered.

Smith produced receipts and invoices for nearly $40,000 for school-related func-
tions and purchases, but she couldn’t account for the rest – roughly $150,000. 
Investigators suspect that the respected education professional spent it on perks 
such as a cruise, furs, furniture and a trip to Las Vegas.

Smith is among 12 principals and one assistant superintendent charged with 
taking kickbacks from Shy, who was charged with bilking the school system of 
$2.7 million over the years.

“What’s really alarming about this case is how systemic the fraud was,” said Dunham. “It 
was condoned among top executives; it was almost part of the culture. That’s very scary 
when you see fraud becoming the new normal.”

Dunham cited other cases in the Detroit school system, such as about $50,000 of fraud-
ulent overtime by school employees and a high-ranking leader who developed a shell 
business with some retired employees and sold fake tutoring services back to the 
school. There was no tutoring whatsoever being done in that $1.27 million fraud case.

There was corruption in leadership. Policies were ignored. Improper business relation-
ships were allowed to flourish. These erosions of the procurement system are especially 
disturbing in a city such as Detroit, which declared bankruptcy in 2013.

Whatever the approach or the scope of the fraud losses, any type of collusion among 
suppliers and vendors undermines open competition and skews the fair market value 
of goods and services. It doesn’t take a headline-making case to point to the urgent 
need to do more to protect the integrity of the procurement function.

Think it’s not happening in your organization?
With fairly straightforward database searching and matching, you might be surprised 
what you find. Chris McAuley, Director of Fraud and Financial Crimes at SAS, led a study 
looking at possible procurement fraud in an organization with 75,000 employees and 
more than $16 billion in annual sales.

The analysis looked at data from multiple internal and third-party systems, including 
75,000 employee master data records, 120,000 supplier master data records, 420,000 
purchase orders, and 800,000 supplier transactions.
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Looking first at employee master data records, the study found:

• 182 employees shared the same surname and bank account number.

• 26 employees with different surnames shared the same bank account number.

• 12 active employees shared the same employee ID number.

• 11 employees had invalid ID numbers, such as not non-numeric IDs or incorrect 
number of digits.

• 541 employees had the same surname and date of birth.

• 1,977 employees on the payroll were older than the mandatory retirement  
age of 65.

“It’s not out of the question to have employees with the same surname and date of 
birth,” said McAuley, “but 541 of them in a population of 75,000? And nearly 2,000 
employees still on the payroll who should not have been there? These anomalies are 
not necessarily indicative of fraud, but at minimum they could lead you to irregularities 
in source systems. If the problem is not in the data, you may have a red flag that should 
be looked into.”

Looking at the integrity of supplier master data, analysis uncovered:

• 7,216 vendors with different names sharing an address.

• 3,882 vendors sharing the same bank account and name.

• 4,745 vendors with different names/identities sharing the same bank account.

“Again, we have to look more closely to see if these oddities are bad data, failure of due 
diligence in the onboarding process, or worse, collusion where someone willfully 
onboarded a vendor with intent to commit or support fraud,” said McAuley. “These 
numbers are not de facto evidence of criminal activity, but they show us where we 
might want to look more closely.”

Looking at employee/supplier relationships, the study found:

• 788 cases where an employer and a vendor shared a bank account.

• 647 active employees with one or more active interests in suppliers, such as serving 
on a supplier’s board.

These overlaps certainly raise concern about inappropriate activity that only an insider 
could support, such as issuing bogus purchase orders or sharing previews about 
contract specifications to give a bidder unfair advantage. For the last point of concern 
– employees with active interests in suppliers – the potential conflict of interest (or collu-
sion) represented $540 million in value.
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Things really got interesting when McAuley and his team looked more closely at a 
year’s worth of transactions. They found:

• 45,803 cases of multiple intraday transactions (more than 30 transactions a day), 
totaling $9.1 billion.

• 37,020 incidences of sequential invoices over $10,000, representing nearly $4.2 
billion in value.

• 1,000 invoice outliers for the top 1,000 vendors, representing nearly $1.5 billion.

• 54,127 duplicate invoices for the same vendor and amounting over $5,000, repre-
senting $4.35 billion.

• 8,379 duplicate invoices (same number and amount, over $100) for different 
vendors, representing $123 million.

“Duplicate invoices are a classic area to take advantage of weak procurement policy,” 
said McAuley. “But not all of these findings point to fraud. For example, multiple 
sequential invoices or many invoices in a single day do not by themselves point to 
fraud. It might be the supplier’s process. So you look at what pattern is normal for that 
supplier and might find you can chalk it up to process.”

The four basics for detecting and preventing 
procurement fraud
Miami International Airport, SUNY Polytechnic Institute, the South African government 
and Detroit Public Schools; these organizations could have avoided the fraud, or at 
least mitigated the damage, with the right controls, said Dunham.

“Any sort of anti-fraud policies would have helped to deter at least some of the fraud 
that was happening. You can look at patterns of contract awards to see if there’s any 
rhyme, reason or pattern there. For instance, you can correlate contract awards to finan-
cial transactions to uncover bribery. Fraudsters are usually clever enough not to cut a 
check from the organization directly to the person they’re bribing, but you could still 
see a pattern of money leaving the organization in a way that is related to time of 
awards.”

Even if an organization can’t afford a sophisticated predictive analytics system, it can 
find a lot of fraud through four fundamental approaches that provide more clarity into 
suppliers:

• Maintaining and auditing a valid master vendor list.

• Performing due diligence during supplier onboarding.

• Referring to debarment sources of blacklisted suppliers.

• Performing peer grouping to determine if a supplier fits an appropriate profile for a 
contract.
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Maintain and audit a valid master vendor list
“This is the No. 1 control from a procurement perspective,” said Jen Dunham, Principal 
Solutions Architect in the Security Intelligence Practice at SAS. “We have to know not 
only who we’re awarding the contracts to and all the details associated with that, but 
beyond the known, we need to start looking at the gaps of the unknown.”

“Sometimes an organization has a lot of vendors to whom they’re awarding contracts, 
and these vendors never appear on the master vendor list. My question was always, 
why? I’d be told, ‘We have a policy in place, but sometimes it’s appropriate to circum-
vent that policy for the betterment of the business.’ That’s understandable; we always 
have exceptions to rules. However, we have to know who these individuals are, and 
they have to be properly vetted.”

Perform due diligence during supplier onboarding
“If you have vendors who don’t fall into that master vendor list, you have to make sure 
that you’re exercising the same level of due diligence that applies to all vendors,” said 
Dunham. “Make sure those people are vetted as eligible to receive contract awards. 
Have controls in place to ensure that no one can add unapproved (or fictitious) vendors 
to the roster.”

Refer to published sources of debarments (blacklists)
State and federal governments maintain registries of companies and individuals that 
have been debarred, suspended, proposed for debarment, declared ineligible, in the 
process of being debarred, or are voluntarily excluded from conducting business with a 
government entity. “Even if you’re not dealing with government contracts, those of you 
in the corporate sector might find these lists helpful to determine a vendor’s eligibility 
for the procurement process,” said Dunham. The US federal government’s free, online 
System for Award Management (SAM) makes it easy to check the status of an entity.

Perform peer grouping to determine if a contractor meets an 
appropriate profile
Peer grouping or clustering compares an individual’s behavior to the norm for peers 
and identifies individuals whose behavior is drastically different from what would be 
expected for that group or that type of procurement.

For example, if you just awarded a $30 million contract to an individual who lives in a 
residence and doesn’t have the attributes of a business, you ask, ‘Does this person meet 
the profile of a peer group of someone who’s providing these level of services?’

Similarly, good guy/bad guy profiling describes the typical attributes of legitimate 
vendors versus known fraudsters. Suppose you have worked with a supplier in the past 
that has flip-flopped on the types of services it provides, or submitted bid information 
or invoices in a way that is designed to obfuscate – and that supplier exploited the 
contract. When you see a similar pattern in the future, the system can recognize it and 
flag it accordingly.
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Take procurement integrity to the next level
“We’ve all used Excel and manual processes to identify fraud, waste and abuse in 
programs,” said Dunham. “Those manual processes are never going to go away, but 
the goal is to move as close to automation as we can. The more the more we move that 
way – the more we become data-entrenched and data-enriched – the more we’re going 
to be able to advance beyond just looking at known knowns and start recognizing 
unknown unknowns.

“It’s great when you can identify patterns of fraud and incidents, like the light bulbs, but 
how much fraud, waste and abuse is happening that you don’t know about? When you 
automate fraud detection processes using algorithms that are statistically generated, 
you can identify outliers, anomalies and patterns of behavior that get you to those 
unknowns that are probably being missed, day in and day out.”

Text mining identifies patterns in unstructured data, such as reports and employee 
communications. For example, analysis of company emails might show that a procure-
ment officer in your organization who makes $65,000 a year has suddenly bought a 
10,000-square-foot house and an 80-foot boat. That person might have had a lucky 
lottery day, but it’s worth checking into.

With advanced analytics such as predictive modeling, you can build models that 
identify attributes or patterns that are highly correlated with known fraud, even complex 
and emerging patterns of fraud. Analytics can answer questions that manual or ad hoc 
methods would miss. For example, does this pattern look like patterns of vendors 
known to be bid riggers, or those known to deliver counterfeit or substandard parts? 
Does this series of invoices, stair-stepping up and down in dollar value, indicate a 
vendor trying to find the threshold of scrutiny?

Analytical models are used to score incoming transactions to determine if they look 
more like known fraud or more like known valid transactions. Those scores factor into 
the overall risk score associated with the entity.

Since procurement fraud often involves collusion or organized fraud rings, associative 
linking or link analysis can be invaluable. Linking techniques identify relationships 
among entities based on static attributes in the data (such as phone numbers, 
addresses or bank accounts) or transactional attributes (such as business relationships 
and referrals).

“ Over time, you might  
see a plateau or even  
a downturn in identified 
fraud cases, but that’s the 
idea. After all, prevention 
is what we’re after, not 
reactionary tactics. As you 
see the downturn in your 
leads, start testing new 
models and creating the 
next-gen models that will 
be smarter and more 
predictive.”

Jen Dunham, Principal 
Solutions Architect, Security 
Intelligence Practice, SAS
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Closing thoughts
“Procurement fraud really is a crime of opportunity and a widespread epidemic,” said 
Dunham. “If you get the right scenario, where you have an organization that is trying to 
win the business, and a procurement official who sees an opportunity for personal gain, 
there’s the perfect storm.”

Traditional procurement fraud detection methods – manual searches; spreadsheets; 
and simple slice, dice, filtering and reporting from silo systems – are not keeping pace. 
Whatever tools and processes are in place now, there’s always the opportunity to 
evolve to a higher level for more accurate detection – more high-value alerts and fewer 
false positives.

Each best practice and analytical technique is designed to take a different look at what’s 
happening in procurement:

• An accurate, up-to-date and inclusive master vendor list provides clarity into 
supplier relationships.

• Due diligence at onboarding helps ensure that only qualified suppliers receive 
contracts.

• Peer grouping and debarment lists help you identify suppliers who should not be 
considered.

• Business rules screen for obvious concerns, such as employees who share a bank 
account with a vendor.

• Anomaly detection identifies out-of-bounds activity, such as excessive transactions 
for an entity.

• Predictive analysis finds patterns that are highly indicative of fraud.

• Link analysis finds potential collusion by finding relationships among entities.

Each technique has a different fit. Independently, each method is effective at detecting 
a certain type of fraud, but when you use them together, you can see so much more.

“Ultimately we want to aggregate various methods of controls,” said Dunham. “The last 
thing you want is to get hundreds or thousands of undifferentiated alerts to look at. 
That’s as ineffective as doing nothing at all. It’s important to not only identify potential 
fraud but to be able to prioritize it based on the dollar amount, likelihood of fraud and 
potential risk to the organization. We want to proactively prioritize the things auditors 
and investigators should review.”

Integrate multiple data sources to gain a 360-degree view of procurement activity and 
players. Apply a hybrid of analytical methods to find potential irregularities sooner and 
with greater accuracy. Know where to focus investigative resources for the biggest 
return. That’s the path to preserving procurement integrity and safeguarding everyone 
in the organization.

“ There’s a very delicate 
balance between uncov-
ering fraud and trusting 
your employees. It’s not 
so much about being the 
fraud police. It’s really 
about ensuring the integ-
rity of the program and 
safeguarding all of us in 
the organization.”

Jen Dunham, Principal 
Solutions Architect, Security 
Intelligence Practice, SAS
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Learn more
For more about SAS®  for Procurement Integrity: https://www.sas.com/en_us/software/
procurement-integrity.html
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