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The information provided in this documentation contains general descriptions and/or technical
characteristics of the performance of the products contained herein. This documentation is not
intended as a substitute for and is not to be used for determining suitability or reliability of these
products for specific user applications. It is the duty of any such user or integrator to perform the
appropriate and complete risk analysis, evaluation and testing of the products with respect to the
relevant specific application or use thereof. Neither Schneider Electric nor any of its affiliates or
subsidiaries shall be responsible or liable for misuse of the information that is contained herein. If
you have any suggestions for improvements or amendments or have found errors in this
publication, please notify us.
No part of this document may be reproduced in any form or by any means, electronic or
mechanical, including photocopying, without express written permission of Schneider Electric.
All pertinent state, regional, and local safety regulations must be observed when installing and
using this product. For reasons of safety and to help ensure compliance with documented system
data, only the manufacturer should perform repairs to components.
When devices are used for applications with technical safety requirements, the relevant
instructions must be followed.
Failure to use Schneider Electric software or approved software with our hardware products may
result in injury, harm, or improper operating results.
Failure to observe this information can result in injury or equipment damage.
© 2020 Schneider Electric. All rights reserved.
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Important information
People responsible for the application, implementation and use of this document must make sure
that all necessary design considerations have been taken into account and that all laws, safety
and performance requirements, regulations, codes, and applicable standards have been obeyed
to their full extent.
Schneider Electric provides the resources specified in this document. These resources can be
used to minimize engineering efforts, but the use, integration, configuration, and validation of the
system is the user’s sole responsibility. Said user must ensure the safety of the system as a
whole, including the resources provided by Schneider Electric through procedures that the user
deems appropriate.

Notice
This document is not comprehensive for any systems using the given architecture and does not
absolve users of their duty to uphold the safety requirements for the equipment used in their
systems, or compliance with both national or international safety laws and regulations.
Readers are considered to already know how to use the products described in this document.
This document does not replace any specific product documentation.
The following special messages may appear throughout this documentation or on the equipment
to warn of potential hazards or to call attention to information that clarifies or simplifies a
procedure.
The addition of this symbol to a Danger or Warning safety label indicates that an
electrical hazard exists, which will result in personal injury if the instructions are not
followed.
This is the safety alert symbol. It is used to alert you to potential personal injury hazards.
Obey all safety messages that follow this symbol to avoid possible injury or death.

DANGER
DANGER indicates an imminently hazardous situation which, if not avoided, will result in death
or serious injury.
Failure to follow these instructions will result in death or serious injury.
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WARNING
WARNING indicates a potentially hazardous situation which, if not avoided, can result in death
or serious injury.
Failure to follow these instructions can cause death, serious injury or equipment
damage.

CAUTION
CAUTION indicates a potentially hazardous situation which, if not avoided, can result in minor
or moderate injury.
Failure to follow these instructions can result in injury or equipment damage.

NOTICE
NOTICE is used to address practices not related to physical injury.
Failure to follow these instructions can result in equipment damage.
Note: Electrical equipment should be installed, operated, serviced, and maintained only by
qualified personnel. No responsibility is assumed by Schneider Electric for any consequences
arising out of the use of this material.
A qualified person is one who has skills and knowledge related to the construction, operation and
installation of electrical equipment, and has received safety training to recognize and avoid the
hazards involved.

Before you begin
This automation equipment and related software is used to control a variety of industrial
processes. The type or model of automation equipment suitable for each application will vary
depending on factors such as the control function required, degree of protection required,
production methods, unusual conditions and government regulations etc. In some applications
more than one processor may be required when backup redundancy is needed.
Only the user can be aware of all the conditions and factors present during setup, operation and
maintenance of the solution. Therefore, only the user can determine the automation equipment
and the related safeties and interlocks which can be properly used. When selecting automation
and control equipment and related software for a particular application, the user should refer to
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the applicable local and national standards and regulations. The National Safety Council’s
Accident Prevention Manual also provides much useful information.
Ensure that appropriate safeties and mechanical/electrical interlocks protection have been
installed and are operational before placing the equipment into service. All mechanical/electrical
interlocks and safeties protection must be coordinated with the related automation equipment and
software programming.
Note: Coordination of safeties and mechanical/electrical interlocks protection is outside the scope
of this document.
START UP AND TEST
Following installation but before using electrical control and automation equipment for regular
operation, the system should be given a start up test by qualified personnel to verify the correct
operation of the equipment. It is important that arrangements for such a check be made and that
enough time is allowed to perform complete and satisfactory testing.

WARNING
EQUIPMENT OPERATION HAZARD
•

Follow all start up tests as recommended in the equipment documentation.

•

Store all equipment documentation for future reference.

•

Software testing must be done in both simulated and real environments.

Failure to follow these instructions can cause death, serious injury or equipment
damage.
Verify that the completed system is free from all short circuits and grounds, except those grounds
installed according to local regulations (according to the National Electrical Code in the USA, for
example). If high-potential voltage testing is necessary, follow recommendations in the equipment
documentation to prevent accidental equipment damage.
Before energizing equipment:
•

Remove tools, meters, and debris from equipment

•

Close the equipment enclosure door

•

Remove ground from incoming power lines

•

Perform all start-up tests recommended by the manufacturer
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Operation and adjustments
The following precautions are from NEMA Standards Publication ICS 7.1-1995 (English version
prevails):
Regardless of the care exercised in the design and manufacture of equipment or in the selection
and rating of components; there are hazards that can be encountered if such equipment is
improperly operated.
It is sometimes possible to misadjust the equipment and thus produce unsatisfactory or unsafe
operation. Always use the manufacturer’s instructions as a guide for functional adjustments.
Personnel who have access to these adjustments should be familiar with the equipment
manufacturer’s instructions and the machinery used with the electrical equipment.
Only those operational adjustments actually required by the operator should be accessible to the
operator. Access to other controls should be restricted to prevent unauthorized changes in
operating characteristics.

WARNING
UNEXPECTED EQUIPMENT OPERATION
•

Only use software tools approved by Schneider Electric for use with this equipment.

•

Update your application program every time you change the physical hardware
configuration.

Failure to follow these instructions can cause death, serious injury or equipment
damage.

Intention
This document is intended to provide a quick introduction to the described system. It is not
intended to replace any specific product documentation, nor any of your own design
documentation. On the contrary, it offers information additional to the product documentation on
installation, configuration and implementing the system.
The architecture described in this document is not a specific product in the normal commercial
sense. It describes an example of how Schneider Electric and third-party components may be
integrated to fulfill an industrial application.
A detailed functional description or the specifications for a specific user application is not part of
this document. Nevertheless, the document outlines some typical applications where the system
might be implemented.
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The architecture described in this document has been fully tested in our laboratories using all the
specific references you will find in the component list near the end of this document. Of course,
your specific application requirements may be different and will require additional and/or different
components. In this case, you will have to adapt the information provided in this document to your
particular needs. To do so, you will need to consult the specific product documentation of the
components that you are substituting in this architecture. Pay particular attention in conforming to
any safety information, different electrical requirements and normative standards that would apply
to your adaptation.
It should be noted that there are some major components in the architecture described in this
document that cannot be substituted without completely invalidating the architecture,
descriptions, instructions, wiring diagrams and compatibility between the various software and
hardware components specified herein. You must be aware of the consequences of component
substitution in the architecture described in this document as substitutions may impair the
compatibility and interoperability of software and hardware.

CAUTION
EQUIPMENT INCOMPATIBILITY OR INOPERABLE EQUIPMENT
Read and thoroughly understand all hardware and software documentation before attempting
any component substitutions.
Failure to follow these instructions can result in injury or equipment damage.
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This document is intended to describe This document defines a specific topology and settings to
replicate the setting defined in the Modicon switches. It implements Cisco IE 2000 and IE 3000
managed switches using a Cisco proprietary protocol for ring topology convergence.

DANGER
HAZARD OF ELECTRIC SHOCK, BURN OR EXPLOSION
•

Only qualified personnel familiar with low and medium voltage equipment are to perform
work described in this set of instructions. Workers must understand the hazards involved in
working with or near low and medium voltage circuits.

•

Perform such work only after reading and understanding all of the instructions contained in
this bulletin.

•

Turn off all power before working on or inside equipment.

•

Use a properly rated voltage sensing device to confirm that the power is off.

•

Before performing visual inspections, tests, or maintenance on the equipment, disconnect
all sources of electric power. Assume that all circuits are live until they have been
completely de-energized, tested, grounded, and tagged. Pay particular attention to the
design of the power system. Consider all sources of power, including the possibility of back
feeding.

•

Handle this equipment carefully and install, operate, and maintain it correctly in order for it
to function properly. Neglecting fundamental installation and maintenance requirements
may lead to personal injury, as well as damage to electrical equipment or other property.

•

Beware of potential hazards, wear personal protective equipment and take adequate safety
precautions.

•

Do not make any modifications to the equipment or operate the system with the interlocks
removed. Contact your local field sales representative for additional instruction if the
equipment does not function as described in this manual.

•

Carefully inspect your work area and remove any tools and objects left inside the
equipment.

•

Replace all devices, doors and covers before turning on power to this equipment.

•

All instructions in this manual are written with the assumption that the customer has taken
these measures before performing maintenance or testing.

Failure to follow these instructions will result in death or serious injury.
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The TVDA collection
Tested Validated Documented Architecture (TVDA) guides are meant to help in the
implementation of specified solutions. TVDA guides provide a tested and validated example of
the proposed architecture to help project engineers and Alliance System Integrators during the
design and implementation of a project. The TVDA helps users analyze their architectures,
confirm the feasibility of their systems and speed up system implementation.
Each TVDA provides users with:
•

A reference architecture based on Schneider Electric’s EcoStruxure Plant solution

•

Documentation of the system requirements of the architecture – response times, number of
devices, features

•

Design choices for the application – software and hardware architectures

•

Test results to confirm the requirements are met

All explanations and applications have been developed by Schneider Electric experts in our
EcoStruxure Plant labs. In addition, Cisco systems has conducted extensive testing of the TVDA
in their lab in Raleigh Triangle Park. Their experts conducted similar test as the Andover
Research Center.
TVDAs are not intended to be used as substitutes for the technical documentation related to the
individual components, but rather to complement those materials.

The STN collection
The implementation of an automation project includes five main phases: Selection, Design,
Configuration, Implementation and Operation. To help you develop a project based on these
phases, Schneider Electric has created the Tested, Validated, Documented Architecture and
System Technical Note.
A Tested, Validated, Documented Architecture (TVDA) provides technical guidelines and
recommendations for implementing technologies to address your needs and requirements, This
guide covers the entire scope of the project life cycle, from the Selection to the Operation phase,
providing design methodologies and source code examples for all system components.
A System Technical Note (STN) provides a more theoretical approach by focusing on a particular
system technology. These notes describe complete solution offers for a system, and therefore
support you in the Selection phase of a project. The TVDAs and STNs are related and
complementary. In short, you will find technology fundamentals in an STN and their
corresponding applications in one or several TVDAs.
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Development environment
Each TVDA or STN has been developed in one of our solution platform labs using a typical
EcoStruxure Plant architecture.
EcoStruxure Plant, the process automation system from Schneider Electric, is a collaborative
architecture that allows industrial and infrastructure companies to meet their automation needs
while at the same time addressing their growing energy efficiency requirements. In a single
environment, measured energy and process data can be analyzed to yield a holistically optimized
plant.
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1.

1 – Introduction

Introduction
Purpose
EcoStruxure™ Plant is a Schneider Electric program designed to address the key challenges of
many different types of users, including plant managers, operations managers, engineers,
maintenance teams, and operators, by delivering a system that is scalable, flexible, integrated,
and collaborative.
This addresses the need of customer’s architectures based on open and standard Ethernet
architectures. These architectures use switches from different vendors, like Cisco, instead of
Modicon switches.
The Modicon Remote I/O solution uses an RSTP ring to provide ring recovery. That RSTP ring in
addition to the use of VLANs and Quality of Service (QoS) is the mechanism to provide resiliency
and deterministic recovery times. In the Cisco implementation two specific architectures are
employed to maintain Ethernet ring recovery.
The first is a specific to RIO topology using Modicon M580 controllers and Modicon remote drops.
It employs a Cisco proprietary protocol called Resilient Ethernet Protocol (REP). The second is a
standard Rapid Spanning Tree Protocol (RSTP) topology. The variant of RSTP used is Multiple
Spanning Tree Protocol (MSTP). In both cases, the Cisco devices are running the redundancy
protocols. The Schneider Electric devices are non-participant in ring recovery.
MSTP, which uses RSTP to provide rapid convergence, enables VLANs to be grouped into a
spanning-tree instance, provides for multiple forwarding paths for data traffic, and enables load
balancing. It improves the resilience of the network because a single point of failure in one
instance (forwarding path) does not affect other instances (forwarding paths). The most common
initial deployment of MSTP and RSTP is in the backbone and distribution layers of a Layer 2
switched network.
Both architectures will be explained in detail. Recovery times differ depending on the architecture
selected.
Typically, RIO uses a very specific architecture. These specifications allow remote I/O devices to
recover from a lost network connection at 50 ms or less. Standard RSTP topologies recover in
approximately 2 s. To achieve these very fast recovery times, RIO limits the number of devices in
the topology and manages network traffic by configuration parameters such as VLANs for traffic
segmentation, and Quality of Service parameters for packet prioritization. Specific M580 ePACs
and BMECRAs and some Altivar process drives can participate in an RIO ring. Also, Modicon
Extended switches can participate in the RIO ring. This document provides information on how to
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use Cisco switches in an RIO topology and achieve sub-50 ms recover times using the REP
protocol. This document defines the specific topologies and settings to replicate the settings
defined in both the REP and RSTP architectures.
Routing is also demonstrated to provide PAC to PAC communications and communication across
a segmented network with multiple VLANs. SCADA and EcoStruxure Plant applications
communicate to the PACs across a security enhanced infrastructure using Cisco firewalls and
threat detection devices. Ultimately, the applications connect to the cloud via a standard IT
infrastructure.
This document also introduces Cisco’s cybersecurity portfolio to help protect and monitor an
industrial automation solution. Products like Cyber Vision and Firepower firewalls will be
discussed.

Customer Challenges
Some Schneider Electric customers face challenges of IT mandates and OT needs. The
emerging digital transformation poses daunting tasks. The above-referenced Schneider Electric
applications help facilitate a practical migration to a digital environment from the legacy of manual
repetitious processes and procedures.
Providing a high-speed security enhanced network with immediate threat detection can be difficult
to achieve. To meet this challenge, Cisco provides a security enhanced infrastructure of switching
technology with cybersecurity in an easy to manage environment. Products like Cisco’s Industrial
Ethernet and Catalyst switches along with their Firepower firewalls, Firepower Management
Center, Cyber Vision network probes and Cyber Vision Application help create a security
enhanced plant network.
This guide assists in seamless incorporation of Cisco managed switches into a cybersecure
EcoStruxure Plant network hence overcoming these types of challenges.

1.2.1.

Main considerations
The goal is to design a network that accommodates the use of Cisco switches within a Remote
I/O architecture and network ring architectures, whilst still providing network resiliency, and
seamless communication for both RIO and Distributed I/O (DIO) within process and safety
applications. DIO is an I/O architecture that is not ring based. It can be implemented in a linear or
a star topology however, it does not provide the same resiliency as a ring topology.
Helping to protect the network and devices is also taken into consideration using robust
cybersecurity products.
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Main Requirements
To provide deterministic and robust EcoStruxure Plant networks, Cisco Industrial Ethernet and
Catalyst series switches can be used in place to match the performance of our Modicon or
ConneXium switches.
To meet the requirement of fast convergence times, traffic shaping is used.
To provide for data segregation, provide resilience, and manage communication overhead, VLAN
technology is implemented.
To provide connections between the various segments, routing is used to share data across the
separate VLANs.
To help “protect the plant” by means of well-chosen cybersecurity products.
In industrial facilities, high availability is essential to safety, revenue protection, and business
continuity. Getting these three factors right has a direct bearing on the environment’s overall
success. But other elements also come into play, such as regulatory compliance and the need for
an, always-on, powered, and ventilated environment.

System Context
A typical Modicon M580 system is designed and tested for simultaneous use of:
•

An Ethernet main local rack and the ability to extend to other local racks

•

RIO drops that support Ethernet and X-Bus communications across the backplane

•

Ethernet distributed equipment

•

Network option switch modules (BMENOS0300) that attach RIO drops and distributed
equipment to the M580 system

•

Control network module (BMENOC0321) that creates transparency between the device
network and the control network

•

RIO and distributed equipment integrated on the same physical network

•

RIO and DIO sub-rings that communicate with the RIO main ring

•

Daisy-chain ring architectures provided by communication modules with dual Ethernet
ports

A typical Modicon M580 system provides automatic network recovery of less than 50 ms and
deterministic RIO performance. To provide such a deterministic design, the M580 system needs
to follow the recommended architecture design principles.
Therefore, usage of a non-Modicon Extended Switch and its settings, or in this case Cisco
managed switches in the M580 system, need to be configured according to the recommendation
in this document to achieve sub 50 ms recovery times.
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When using the Cisco Industrial Ethernet and Catalyst managed switches in your Modicon M580
system, performance metrics such as recovery time can vary depending on the system design.
This document details only the steps needed to open the Modicon M580 system to Cisco
Industrial Ethernet and Catalyst managed switches to achieve the required levels of system
operations.
It also discusses Cisco’s cybersecurity solutions embedded in a Schneider Electric plant.

Scope
This document is to be used as a guideline to assist both OT and IT in configuration of an
EcoStruxure Plant network. It includes sections on how to configure the ring topology, and quality
of service (QoS) parameters to match those defined in the PACs and remote drops. It provides
recommendations for design, implementation (including configuration), validation and best
practices.
While this document considers the matter of security, a separate TVDA will delve into
cybersecurity recommendations and practices in greater detail. Network management is included
in an operational section in chapter 6.
This TVDA includes the main aspects of an EcoStruxure Plant topology. The design incorporates:
•

I/O devices running both Modbus TCP and EtherNet/IP, connected to both process and
safety PACs.

•

Cisco network switches, firewalls in both a redundant and nonredundant design
connecting the entire infrastructure.

All being monitored by AVEVA plant applications. Cisco cybersecurity solution helps protect the
plant from multiple threats and provides a solution that passively inventories and monitors the
network traffic flows and detects and sends alarms for unusual network events. This includes new
device and protocol detection, device visibility, threat protection, active communication analysis,
unusual communication between devices, and events such as a download or reload of a PAC.

Audience
This TVDA is intended for anyone deploying Industrial Automation Control Systems (IACS). It is
intended to be used by both IT and OT personnel to drive security enhanced convergence of
industrial systems into enterprise networks. The solution provides industrial automation network
and security enhanced design and implementation guidance for vendors, partners, system
implementers, customers, and service providers involved in designing, deploying, or operating
production systems. This design and implementation guide provides a comprehensive
explanation of the Cisco recommended networking and security for IACS in a EcoStruxure Plant
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solution. It includes information about the system architecture, possible deployment models, and
guidelines for implementation and configuration. This guide also recommends best practices
when deploying the validated reference architecture. 1
This document was written so that both informational technologists and operational technologists
are given the specifics for implementing Cisco devices in an EcoStruxure Plant network. These
designs have been through a battery of lab tests from both Schneider Electric and Cisco.

Prerequisites
•

Experience in Industrial Automation Control Systems (IACS)

•

Expertise in AVEVA Plant applications

•

Expertise in EcoStruxure Control Expert

•

Expertise of Modicon PACs and Devices

•

Expertise in Cisco switch CLI (command line interface)

•

Expertise in VLANs, QoS and Layer 3 routing

•

Expertise in VMware ESXI

•

Expertise in Cybersecurity (firewalls, Intrusion Detection and Prevention, Anti-Virus,
Malware)

About this Document
This document makes recommendations for the use of Cisco Industrial Ethernet and Catalyst
switches in both Schneider M580 Ethernet RIO and Distributed IO architectures for process and
safety control systems. It also brings forward Cisco’s cybersecurity solutions to the EcoStruxure
Plant environment.
This document will include the tested network architectures and recommendations for
implementation using this architecture.

Glossary
A glossary is available in the appendix chapter of this document. Please refer to it whenever
necessary.

1

Networking and Security in Industrial Automation Environments Design Guide March 2020
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Selection
Cisco/Schneider Electric Common Reference Architecture
Working together, Cisco and Schneider Electric have developed a common solution architecture
to provide a robust and security enhanced EcoStruxure Plant environment. This architecture is
designed to resolve customer challenges for implementing such a plant environment. Network
segmentation divides the plant into security enhanced zones with only necessary data passing
between zones through next generation firewalls. Redundancy network protocols with very fast
convergent times for recovery help keep the plant operational. Network monitoring – in addition to
the Cisco cyber products – helps protect the plant from unexpected or unwanted access and
cyberattacks. Schneider Electric applications provide insight into the production environment with
a level of detail to keep operation flowing by monitoring the resources and assets including power
management. This helps site managers define true costs of production. AVEVA software
solutions provide real time data to help optimize value, efficiency, and sustainability.

Figure 1: Common Reference Architecture

Cybersecurity in general.
Because no single approach is adequate, Schneider Electric recommends a defense-in-depth
approach to cybersecurity.
The defense-in-depth approach, conceived by the United States National Security Agency (NSA)
layers the network with defensive mechanisms including features, appliances, and processes.
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Figure 2: EcoStruxure secure architecture
As shown in Figure 2 above, the Schneider Electric secure architecture recommended defensein-depth approach integrates a set of related process and systems components to provide higher
levels of defensive mechanisms in an EcoStruxure Plant network.
The Schneider Electric defense-in-depth solution described in this document uses this security
enhanced approach. More information about the EcoStruxure Security Architecture can be found
in the Solution Guide or the how to Reduce Vulnerability from Cyberattacks V3 System Technical
Note.

Reference Network Architecture
The architecture in Figure 3 is developed in response to customer requests for an open Ethernet
network with the following requirements:
•

Use IT preferred architectures requiring Cisco managed switches.

•

An alternative to a typical Modicon M580 system is to design your M580 device network
by connecting devices directly to an existing open Ethernet network.

•

Use drops from one M580 Standard ePAC and one M580 safety ePAC in a single
RIO/DIO ring.

•

Manage the ring with ring management protocols such as REP and RSTP.

22 | © 2021 Schneider Electric All Rights Reserved
EIO0000004522.00

2 – Selection

OOOOOO

The role of classification and prioritization will be managed via Cisco infrastructure

•

instead of M580 system.
Manage traffic prioritization within the switch network instead of the M580 embedded

•

network modules.
The use of the Service port is mandatory in this architecture. Only Service ports are used

•

on the CPU and CRA to connect to the switches. This is because the RSTP ports of the
ePACs and CRAs currently use a specific VLAN tag that cannot be modified,
Each Ethernet RIO device has a single connection to the switched network via service

•

port, not the two connections seen in a standard RSTP implementation.

NOTICE
LOSS OF CONNECTIVITY WITH THE RIO DROPS
For the M580 CPU and BM•CRA31210 adapter modules connected to industrial Ethernet
managed switches:
• Do not disable the service port.
•

Do not configure the service port mode to mirroring.

Failure to follow these instructions can result in equipment damage.
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To meet these specifications, we propose the following reference architecture.

Figure 3: Reference Architecture using Cisco Switches
This architecture incorporates a large amount of Cisco devices and security services. The
network uses Resilient Ethernet Protocol and Rapid Spanning Tree Protocol as the protocols of
choice. They provide redundancy, resiliency, and fast re-convergence times in the case of an
outage.

2.3.1.

Resilient Ethernet Protocol (REP)
The Resilient Ethernet Protocol (REP) is a Cisco proprietary protocol that provides an alternative
to the Spanning Tree Protocol (STP). REP provides a way to control network loops, handle link
events, and improve convergence time. It controls a group of ports connected in a segment so
that the segment does not create any bridging loops and responds to broken links within the
segment (the group of linked switches that comprises the ring). REP provides a basis for
constructing complex networks and supports VLAN load balancing. REP is similar to the Media
Redundancy Protocol (MRP) ring technology incorporated in Modicon switches.
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A diagram of a group of REP Segmented switches is below:

Figure 4: REP Ring Segment
Both edge ports are located on the same switch. With this configuration, a redundant connection
can be made between any two switches in the segment.
REP does not use a switch-to-switch polling mechanism between edge ports to verify link
integrity. It does detect an inoperable local link. When enabled on an interface (port), the REP
Link Status Layer (LSL) detects its REP-aware neighbor and establishes connectivity within the
segment. After the neighbor is identified, REP determines which neighbor port become the
alternate port and which ports forward traffic.
Each port in a segment has a unique port ID. The port ID format is like that used by the spanning
tree algorithm: a port number (unique on the bridge), associated to a MAC address (unique in the
network). When a segment port is active (up), LSL sends packets that include the segment ID
and the port ID. The port is declared as operational after it performs a three-way handshake with
a neighbor in the same segment. A segment will not become operational if a neighbor does not
have the same segment ID or if there are other segments with the same ID.
The benefits of a REP topology include:
•

Fast Convergence

•

VLAN load balancing (if required)

REP is a recommended protocol to manage a Cisco based EcoStruxure Plant network.
The REP LSL is enhanced to achieve higher time granularity and faster failure detection on the
remote side.
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Typically, the last link connected becomes the alternate (blocking) port. This is done so that when
a link has been lost, there will be no convergence impact when the link is restored. The alternate
port can be configured to a specific port when the ring re-converges.

CAUTION
RISK OF NON-CONVERGENCE
Use gigabit fiber Ethernet or Fast Ethernet on copper cable to support the resilient Ethernet
protocol (REP) for a Cisco ring network topology. Do not use gigabit copper cable, which can
cause the failure of network traffic convergence within 50 ms.
Failure to follow these instructions can result in injury or equipment damage.
For example, if the topology is made of gigabit copper cable, REP might not achieve convergence
of the traffic due to hardware limitations of the copper interface. Using the new feature Rep Fast
mode, the Cisco IE 3X00 series switch can achieve sub 50 ms recovery over copper interfaces,
similar to fiber optic.
Preemption is the mechanism that allows a REP segment to return to a well-known state after a
detected failure. By default, the REP preemption mechanism is not active, meaning it avoids
disrupting the traffic after operation is restored. It avoids traffic disruption by blocking one of the
two restored ports so that bidirectional traffic is not affected, and black-holing of unidirectional
traffic is avoided. However, with preemption enabled, REP transitions to its well-known state after
the preemption delay expires. Here it is recommended that the administrator define the preferred
alternate port for that well-known state. In summary, preemption can be triggered either manually
or by using a preemption delay timer. 2 REP preemption was not used in this configuration and is
not recommended. If the customer requires the use of preemption, our recommendation is that
the network configuration be validated by Cisco or the customers Cisco experts.
An added feature of REP is Fast mode. The Resilient Ethernet Protocol (REP) Fast feature allows
faster detection of lost link connectivity, and faster convergence on the switch copper gigabit
Ethernet (GE) ports. REP was originally designed for Fast Ethernet (FE 10/100) ports. Link down
detection time on FE ports is 10 ms and convergence time is about 50 ms. On Fiber GE ports,
link down time is 10 ms, but on GE copper interfaces, the IEEE 802.3 specification mandates the
link drop detection and recovery times to be 750 ms for a master and 350 ms for a slave. As a
result, link loss and recovery can be detected a lot more quickly on GE fiber interfaces than on

2

Cisco Resilient Ethernet Protocol White Paper Cisco Systems p5
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corresponding copper interfaces. This means that the convergence time for REP is significantly
higher when using GE copper interfaces.
To improve link down detection time, a real-time operating system (RTOS)/beacon mechanism is
implemented to trigger faster link failure detection (within 5-10 ms) when a REP interface is
configured for REP Fast mode. RTOS has two timers for each REP interface. The first timer is
triggered every 3 ms to transmit the beacon frame to the neighbor node. After successful
transmission and reception of the frame, both timers are reset.
If the packet is not received after the transmission, then the second timer is triggered to check the
reception within 10 ms. If the packet is not received, upon the timer expiry, a link down packet is
sent to the switch.
If the neighbor acknowledges and is configured for REP Fast mode, convergence occurs within
50 ms. If a neighbor switch does not support RTOS, normal REP mode must be used for link
up/down detection. In this case, you need to disable Fast mode on both ends of the link. 3

2.3.2.

Rapid Spanning Tree Protocol (RSTP)
The test environment uses a variation of RSTP termed Multiple Spanning Tree Protocol (MSTP).
MSTP, which uses RSTP for rapid convergence, enables multiple VLANs to be grouped into and
mapped to the same spanning-tree instance, thereby reducing the number of spanning-tree
instances needed to support a large number of VLANs. MSTP provides for multiple forwarding
paths for data traffic, enables load balancing, and reduces the number of spanning-tree instances
required to support a large number of VLANs. It improves the resilience of the network because a
break in one instance (forwarding path) does not affect other instances (forwarding paths).
The most common initial deployment of MSTP is in the backbone and distribution layers of a
Layer 2 switched network. This deployment provides the highly available network required in a
service-provider environment.
When the device is in MSTP mode, the RSTP, which is based on IEEE 802.1w, is automatically
enabled. RSTP provides rapid convergence of the spanning tree through explicit handshaking
that eliminates the IEEE 802.1D forwarding delay and quickly transitions root ports and
designated ports to the forwarding state.
Both MSTP and RSTP improve the spanning-tree operation and maintain backward compatibility
with equipment that is based on the (original) IEEE 802.1D spanning tree, with existing Cisco-

3

Cisco Catalyst IE3x00 Rugged, IE3400 Heavy Duty, and ESS3300 Series Switches Configuration Guide, Cisco IOS Amsterdam
XE17.2.x 4/18/202 p.441
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proprietary Multiple Instance STP (MISTP), and with existing Cisco PVST+ and rapid per-VLAN
spanning-tree plus (Rapid PVST+). 4

2.3.3.

Quality of Service (QoS)
QoS is the measure of transmission quality and service availability of a network (or
internetworks).
Service availability is a crucial foundation element of QoS. The network infrastructure must be
designed to be highly available before you can successfully implement QoS. The target for High
Availability is 99.999 % uptime, with only five minutes of downtime permitted per year. The
transmission quality of the network is determined by the following factors:
•

Loss—A relative measure of the number of packets that were not received compared to the
total number of packets transmitted. Loss is typically a function of availability. If the network is
Highly Available, then loss during periods of non-congestion would be essentially zero.
During periods of congestion, however, QoS mechanisms can determine which packets are
more suitable to be selectively dropped to alleviate the congestion.

•

Delay—The finite amount of time it takes a packet to reach the receiving endpoint after being
transmitted from the sending endpoint. In the case of voice, this is the amount of time it takes
for a sound to travel from the speaker’s mouth to a listener’s ear.

•

Delay variation (Jitter)—The difference in the end-to-end delay between packets. For
example, if one packet requires 100 ms to traverse the network from the source endpoint to
the destination endpoint and the following packet requires 125 ms to make the same trip,
then the delay variation is 25 ms.

QoS tools are not only useful in helping to protect desirable traffic, but also in providing
deferential services to undesirable traffic such as the exponential propagation of worms. You can
use QoS to monitor flows and provide first and second order reactions to abnormal flows
indicative of such attacks, as will be discussed in additional detail later in this document. 5
The Schneider Electric M580 Remote I/O solution for plants is a blend of proprietary and industry
standard protocols and scheduling and queueing mechanisms. The feature most valued in an
RIO topology is extremely fast recovery and re-convergence of the network in less than 50 ms
This is achieved by using standard redundancy protocols like RSTP, but also by adding highly
efficient queuing and scheduling QoS values to render a non-deterministic protocol – Ethernet –

4

Layer 2 and Layer 3 Configuration Guide, Cisco IOS XE Everest 16.5.1a (Catalyst 9300 Switches) 6/2/2017 p.38

https://www.cisco.com/c/en/us/td/docs/solutions/Enterprise/WAN_and_MAN/QoS_SRND/QoS-SRNDBook/QoSIntro.html
5
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deterministic. The Cisco solution replicates this determinism using the REP ring protocol and very
specific QoS values. This section discusses how Cisco implements QoS.
Cisco has multiple QoS technologies implemented in their devices. For example, the IE 2000, IE
4000 and the IE 5000 switches support a QoS strategy called MultiLayer Switching (MLS). The IE
3300, IE3400 and the Catalyst 9300 support a strategy called Modular QoS CLI (MQC). They
both provide an effective QoS strategy they just implement it differently.
MLS
To implement QoS, the switch distinguishes packets or flow from one another (classify), assigns
a label to indicate the given quality of service as the packets move through the switch, makes the
packets comply with the configured resource usage limits (police and mark), and provides
different treatment (queue and schedule) in situations where resource contention exists. The
switch also needs to verify that traffic sent from it meets a specific traffic profile (shape).
Classifying a distinct priority for a packet is done by associating it with a QoS label. The switch
maps the Class of Service (CoS) or DSCP in the packet to a QoS label to distinguish one kind of
traffic from another. The QoS label that is generated identifies the future QoS actions to be
performed on this packet.
Policing determines whether a packet is in or out of profile by comparing the rate of the incoming
traffic to the configured policer. The policer limits the bandwidth consumed by a flow of traffic. The
result is passed to the marking processor.
Marking evaluates the policer and configuration information for the action to be taken when a
packet is out of profile and determines what to do with the packet: pass through a packet without
modification, mark down the QoS label in the packet, or drop the packet.
Queueing evaluates the QoS label and the corresponding DSCP or CoS value as a basis for
determining. For certain switches, into which of two ingress queues to place a packet. If port
throughput threshold is exceeded, queueing is enhanced with the weighted tail-drop (WTD)
algorithm, a congestion-avoidance mechanism.
Scheduling services the queues based on their configured shaped round robin (SRR) weights.
One of the ingress queues is the priority queue, and SRR services it for its configured share
before servicing the other queue. For more information, see the “SRR Shaping and Sharing”
section of the Cisco IE 2000 System Configuration Guide.
Actions at the egress port include queueing and scheduling:
Queueing evaluates the QoS packet label and the corresponding DSCP or CoS value before
selecting which of the four egress queues to use. Because congestion can occur when multiple
ingress ports simultaneously send data to an egress port, WTD differentiates traffic classes and
subjects the packets to different thresholds based on the QoS label. If the threshold is exceeded,
the packet is dropped.
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Scheduling services the four egress queues based on their configured SRR shared or shaped
weights. One of the queues can be the expedited queue, which is serviced until empty before the
other queues are serviced. 6

Figure 5: Example of QoS Traffic Flow

Details of the configuration will be provided in the Configuration and the Appendix sections.
MQC
MQC allows you to define a traffic class, create a traffic policy (policy map), and attach the traffic
policy to an interface. The traffic policy contains the QoS feature that will be applied to the traffic
class.
The MQC structure allows you to define a traffic class, create a traffic policy, and attach the traffic
policy to an interface.
The MQC structure consists of the following three high-level steps:
1. Define a traffic class by using the class-map command. A traffic class is used to classify
traffic.
2. Create a traffic policy by using the policy-map command. (The terms traffic policy and
policy map are often synonymous.) A traffic policy (policy map) contains a traffic class
and one or more QoS features that will be applied to the traffic class. The QoS features in
the traffic policy determine how to treat the classified traffic.
3. Attach the traffic policy (policy map) to the interface by using the service-policy
command.

6

Cisco IE 3000 Switch Configuration Guide
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A traffic class contains three major elements: a traffic class name, a series of match commands,

and, if more than one match command is used in the traffic class, instructions on how to evaluate
these match commands.

The match commands are used for classifying packets. Packets are checked to determine

whether they meet the criteria specified in the match commands; if a packet meets the specified
criteria, that packet is considered a member of the class. Packets that do not meet the matching
criteria are classified as members of the default traffic class.
A traffic policy contains three elements: a traffic policy name, a traffic class (specified with the
class command), and the command used to enable the QoS feature.
The traffic policy (policy map) applies the enabled QoS feature to the traffic class once you attach
the policy map to the interface (by using the service-policy command).
A packet can match only one traffic class within a traffic policy. If a packet matches more than
one traffic class in the traffic policy, the first traffic class defined in the policy will be used.

7

Details of the configuration will be provided in this document.
TYPES OF QoS
QoS settings have been used here to prioritize the EcoStruxure Plant network data traffic. There
are three different ways of indicating the class of traffic in terms of Quality of Service in an
EtherNet/IP packet:
•

Field priority in IEEE 802.1Q VLAN tag. It identifies the Class of Service (CoS).

•

Field Precedence/Type of Service of standard IPv4 header. The Type of Service byte was
used in old implementations, but not very widely used in practice. It has been superseded by
DSCP, defined in RFC 2474.
DSCP (Differentiated Services Code Point) is the most common method now used to mark

•

the QoS for IP packets.
Assign an Ingress Queues:
Cisco switch has two different Ingress Queues for each port.
•

Queue 1: normal queue.

•

Queue 2: expedited queue (high priority queue).

7
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The incoming packet will be assigned to Queue 1 or Queue 2 depending on the value of CoS or
DSCP that was assigned in the previous phases. The following Table 1 and Table 2 show the
values configured by default for assigning traffic to the Ingress Queue. These values can be
modified in the switch configuration.
CoS Value

Queue-Threshold

DSCP Value

Queue-Threshold

0-4

1–1

0-39

1-1

5

2–1

40-47

2-1

6,7
1–1
Table 1: Default CoS to Ingress Queue map

48-63
1-1
Table 2: Default DSCP to Ingress Queue map

Scheduling (serving) the Ingress Queue:
Cisco uses a mechanism of Shared Round Robin (SRR) to serve the input queues. The Shared
Round Robin mechanism will select a packet from each queue considering some weights
configured.
In shaped mode, the egress queues are provided a percentage of the bandwidth, and they are
rate-limited to that amount. Shaped traffic does not use more than the allocated bandwidth even if
the link is idle. Shaping provides a more even flow of traffic over time and reduces the peaks and
valleys of bursty traffic. With shaping, the absolute value of each weight is used to compute the
bandwidth available for the queues.
In shared mode, the queues share the bandwidth among them according to the configured
weights. The bandwidth is provided at this level but not limited to it. For example, if a queue is
empty and no longer requires a share of the link, the remaining queues can expand into the
unused bandwidth and share it among them. With sharing, the ratio of the weights controls the
frequency of dequeuing; the absolute values are meaningless. Shaping and sharing is configured
per interface. Each interface can be uniquely configured. 8
Table 3 shows the default values for the configurable parameters for Ingress Queues, and we can
see that by these parameters the normal queue gets 90% of the switches' buffers and 10% is
reserved for the expedite queue. Queue 2 also gets 10% of the bandwidth while both queues are
nominally provided 4%. Weighted Tail Drop (WTD) is a congestion avoidance mechanism used
on Cisco switches that drops packets when either queue overflows. Dropping packets is
extremely detrimental in a plant topology and careful bandwidth management must be taken into
consideration to avoid packet loss.

8
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Parameter

Queue 1 (Normal)

Queue 2 (Expedite)

Buffer Allocation

90%

10%

Priority Queue Bandwidth

0

10

Bandwidth Allocation

4

4

100%

100%

WTD drop Threshold 1

WTD drop Threshold 2
100%
Table 3: Default parameters for Ingress Queues

100%

Assign packet to an Egress Queue:
Each port has four different output or egress queues. Packets are assigned to one of this four
egress queues before being transmitted on the port according to the marked value of QoS (by
CoS or DSCP fields). The default values of the egress queue are shown in Table 4 and Table 5. It
is possible to modify this assignment in the configuration of the switch.
CoS Value

Egress Queue -Threshold

0, 1

2–1

0-15

2-1

2, 3

3-1

16-31

3-1

4

4-1

32-39

4-1

5

1-1

40-47

1-1

6,7

4-1

48-63

4-1

Table 4: Default CoS to Egress Queue map

DSCP Value

Egress Queue-Threshold

Table 5: Default DSCP to Egress Queue map

Scheduling (serving) the Egress Queue:
A Weighted Round Mechanism is used to select packets from the egress queues and proceed
with the transmission of the packet out of the port. The default parameters for egress queues are
shown in the following table.
Parameter

Queue 1

Queue 2

Queue 3

Queue 4

Buffer Allocation

25%

25%

25%

25%

WTD drop Threshold 1

100%

200%

100%

100%

WTD drop Threshold 2

100%

200%

100%

100%

Reserved Threshold

50%

50%

50%

50%

Maximum threshold

400%

400%

400%

400%

25

0

0

0

SRR shared weights
25
25
Table 6: Default Parameters for Egress Queues 9

25

25

SRR shaped weights absolute

9
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Edge Control Communication
Edge control provides connectivity for OT and IT systems and data processing local to the
machines. Instead of sending data to the cloud for processing and waiting for the analytical
results, edge control devices push their data to the onsite applications, thus saving bandwidth
and decreasing response time. Magelis iPC and Magelis Edge Box offer smart application design
and engineering to leverage asset performance with end-to-end cybersecurity.
Schneider Electric provides nodes that are tested, validated, and supported to run with NodeRED on the Magelis iPC and Edge Box.
Schneider Electric nodes provide three main advantages:
•

Scalability: easy to add connected devices in a cyber-secure manner.

•

Time to market: significant reduction in integration time to implement a case solution.

•

Expert support: Industrialized Node supported by Schneider Electric IIoT Expert support
team and related technical documentation is available.

About Node-RED

Node-RED is a programming tool for wiring together hardware devices, APIs, and online services
in new and interesting ways.
Node-RED provides a browser-based flow editor that makes it easy to wire together flows using
the wide range of nodes in the palette. Flows can be then deployed to the runtime in a singleclick.
JavaScript functions can be created within Node-Red using a rich text editor.
A built-in library allows you to save useful functions, templates, or flows for re-use.
The light-weight runtime is built on Node.js, taking advantage of its event-driven, non-blocking
model. This makes it ideal to run at the edge of the network on low-cost hardware such as the
Magelis HMI as well as in the cloud.
With over 225,000 modules in Node-Red's package repository, it is easy to extend the range of
palette nodes to add new capabilities. 10
Node-RED in EcoStruxure layers
Node-RED is an IoT wiring tool for connecting services through a user-friendly graphical
interface.
Schneider Electric has selected Node-RED as the technology to deliver basic connectivity
through tested, validated, and documented nodes.

10

nodered.org
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Figure 6: Node-RED example
Connected Products
Modbus is a non-proprietary communication protocol used for programmable controller networks
that reside at the application level (level 7 of OSI Model). Originally designed for Modicon
(Schneider Electric) PACs, it has become widely used by many PAC manufacturers and industrial
networks.
The aim is to transform standard brownfield asset into connected asset. In this case, the data is
exchanged from the lowest layer of connected devices through the Edge layer further up to the
Apps, Analytics and Services. Predictive maintenance, MES or CMMS are the typical apps
integrated in this kind of solution.
Apps, Analytics and Services
SE Modbus node is developed by Schneider to simplify the Node-RED flows for use cases that
require connectivity with cloud applications. The web page included with this node also provides
the means to specify the data to be retrieved from the PAC and to define the polling rate.
The data from the node is collected and transported to the web-based applications through the
connected publishing node.
For further information on the design and configuration of a Node-RED implementation refer to
the Node-RED AVEVA Insight Node-Red User Manual and the EcoStruxure Plant Data
Expert Modbus TAG User Manual.

Enabling high availability for industrial edge computing sites
The nature of industrial automation installations necessitates high availability. At the physical
level, this affects the design and deployment of the data and power networks that enable
availability, business operations, and disaster recovery. While disaster recovery, business
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continuity and availability are distinct from each other – all performing different functions – they
are closely related. Separately or together, they encapsulate the need for an always-on
ecosystem. Uptime is necessary to each component of the ecosystem. In automated
manufacturing facilities, the electrical power, cooling, and computing infrastructure link directly to
the safety of human lives and the institution’s profitability, hence the term “critical infrastructure.”
Increasingly, the Industrial Automation ecosystem is located primarily at the edge, where the
greatest need for always-on availability exists. Unfortunately, the edge also presents the greatest
vulnerabilities in IT equipment by creating more points of potential failure, as well as cyber and
physical incursion.
The edge exists to provide faster and security enhanced access to data and computing resources
and, as such, each edge site is a micro data center that is treated as a complete, independent IT
environment with compute and storage resources, security enhanced connectivity, and
uninterrupted power. Best practices dictate that edge sites be addressed with the criticality that is
inherent to their nature; treat them like stand-alone (micro) data centers.
The optimized edge micro data center contains multiple components, but at their heart is an
uninterruptible power supply (UPS), enabling high levels of availability and continuity. Although
often forgotten, power protection is never extraneous. Virtualization, edge hardware, remote
monitoring, and a host of other innovations unquestionably have changed the IT landscape, but
not the need for a full physical infrastructure solution.
Combined with Schneider Electric’s physical layer of enhanced protection is a digital layer of
interoperability with Cisco that can provide higher availability, a greater ease in remote monitoring
and management, and more flexibility in deployment options.
Read more about Schneider Electric’s Industrial Edge solutions here: Industrial Edge Continuity
A solution for data protection and uptime at the edge
APC’s PowerChuteTM Network Shutdown software delivers real-time enhanced data protection to
address business risk by maximizing uptime. PowerChute enables graceful shutdown and
unattended startup in case of prolonged power outages. PowerChute also seamlessly integrates
with Cisco Intersight-based systems (UCS and HyperFlex), supporting virtual clusters through
multiple UPS configuration options for VMware ESXi. The software communicates over the
network with the APC UPS to gracefully shut down physical servers and virtual machines (VM)
when needed, reducing application-level inconsistencies and downtime caused by extended
power outages.

36 | © 2021 Schneider Electric All Rights Reserved
EIO0000004522.00

OOOOOO

2 – Selection

Figure 7: PowerChute
PowerChute provides options to simplify configuration:
•

Use the included intuitive step-by-step wizard

•

Manage your hosts and UPSs from a single screen with drag-and-drop functionality

•

Prioritize shutdown and startup of VMs in high, medium, or low priority group

•

PowerChute gracefully shuts down user VMs, Cisco HyperFlex cluster service, and
controller virtual machines in the correct order before gracefully shutting down the ESXi
hosts

•

When power returns to normal, PowerChute automatically restarts Cisco HyperFlex
cluster service and VMs

•

In Cisco HyperFlex Edge environments, PowerChute can be deployed as a VM on local
storage within the cluster

In addition, Schneider now supports 2-node HyperFlex deployments without requiring a reliable
wide area network (WAN) or connection to offsite compute infrastructure.
Data consistency across a clustered file system of hyperconverged infrastructure (HCI) is
essential, but two-node systems create a challenge. Consistency requires a quorum (a node
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majority), which traditionally involves a costly third site for witness VMs. The new
“Local/Connected Witness” from Schneider keeps costs down by moving this functionality to the
network management card (NMC) embedded in the UPS that supports the cluster. Some of the
benefits include:
•

No WAN dependency (the quorum is solved in-band)

•

Low cost (33% reduction in capex!)

•

Easy to deploy

•

Resiliency from battery backup

•

Ability to persist the election (for quorum)

As IT and OT converge, pre-validated solutions that address your systems’ landscapes help
provide highly available, security enhanced operations. Schneider and Cisco are leading the way.
Learn more by accessing the Application Note, Network Management Card 3 local witness for
Cisco Hyperflex 2-node edge clusters.
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Industrial plant topologies

Figure 8: Typical plant topology
As shown in Figure 8, most plants are divided into three zones and an industrial demilitarized
zone (IDMZ). At the bottom is the Cell/Area zone of connected products. It is then further
segregated into cells running different network topologies. This nomenclature is based upon an
industry standard model called the Purdue model and is incorporated into many existing industrial
networking standards including ISA95/PERA, IEC 62433/ISA-99 and NIST Security framework.
The middle layer is called the Industrial/Site Operations Zone. This is where engineering
workstations, plant SCADA systems and other operational applications reside. Firewall
technology is recommended to separate each zone.
At the top of the figure is the Enterprise zone, which hosts enterprise resource planning, plant
analytics and asset management, and so forth.
This simple Purdue model does not consider is the cybersecurity aspect of the plant.

3.1.1.

Cybersecurity in the Plant
Cybersecurity is also detailed in the architecture. There are a pair of ICS3000 firewalls help
protect the devices connected to the RSTP ring at the right of the graphic. These firewalls provide
deep packet inspection at “wire speed”. Deep packet inspection (DPI) is an advanced method of
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examining and managing network traffic. It is a form of packet filtering that locates, identifies,
classifies, reroutes, or blocks packets with specific data or code payloads that
conventional packet filtering, which examines only packet headers, cannot detect.
Helping to protect the entire Cell/Area zone is a Firepower 2110 firewall. The 2110 provides
comprehensive protection from known and advanced threats, including protection against
targeted and persistent malware attacks. 2110s are used also to separate the control network
from the IDMZ and help protect unwanted data from traversing from the enterprise zone. This is
managed by the Firepower Management Center (FMC), which monitors and maintains the
firewalls with up to date threat detection software and updates.

Figure 9: Firepower Management Center Dashboard
Cyber Vision is also part of this architecture. Cisco Cyber Vision gives OT teams and network
managers visibility of their assets and application flows so they can implement security best
practices, drive network segmentation projects, and help reduce security risks. Cisco Cyber
Vision automatically uncovers the smallest details of the production infrastructure: vendor
references, firmware and hardware versions, serial numbers, PAC rack slot configuration, and so
on. It identifies asset relationships, communication patterns, changes to variable values, and
more. This detailed information is shown in various maps, tables, and reports that maintain an
inventory of industrial assets, their relationships, their vulnerabilities, and the programs they run,
providing operations-centric network management for industrial Ethernet networks. The system
supports industrial automation protocols such as ODVA, Inc. Common Industrial Protocol (CIP),
PROFINET, OPC-UA, Modbus, BACnet, and so on to discover automation devices such as PAC,
IO, HMI, and drives and delivers an integrated topology map of automation and networking
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assets to provide a common framework for plant OT and IT personnel to manage and maintain
the industrial network. 11

Figure 10: Cyber Vision Architecture
Like FMC, our architecture Cyber Vision runs on a Cisco Unified Computing (UCS) platform. It
continuously reads information from either dedicated sensorlike the IC3000 or sensor applications
that reside in the IE3400 and the Catalyst 9300. These devices are configured with a special
Internetwork Operating System called IXOS. IXOS has the ability to run Linux based applications
and Docker files. In our architecture they are configured as Cyber Vision sensors.
Cisco® Cyber Vision enables organizations to confirm the continuity, resilience, and safety of their
industrial operations by providing continuous visibility into their ICS infrastructures and controlling
the risks of cyber-attacks.
The integration of IT, cloud, and industrial networks exposes industrial control systems (ICS) to
cyber threats.
Cisco Cyber Vision has been specifically designed for industrial organizations to gain detailed
visibility into their industrial networks, so they can detect threats, provide process integrity, build
security enhanced infrastructures, drive regulatory compliance, and enforce security policies to
control risks. It consists of a series of sensors, running in Industrial Ethernet switches and
standalone probes reporting status changes, threats, and network flows to a management
appliance – Cyber Vision Center – running as a virtual machine on a server.

11
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Figure11: Cyber Vision Dashboard
Cyber Vision’s use of embedded sensors and dedicated hardware appliances provides the
flexibility for optimal visibility without impacting network performance.
Cisco Cyber Vision combines a unique edge monitoring architecture and deep integration with
Cisco’s leading security portfolio. Built into your Cisco industrial network equipment, it can be
easily deployed at scale to monitor your industrial assets and their application flows in real time. It
is the ideal solution to feed your IT security operations center (SOC) with OT context, so you can
build a unified IT/OT cybersecurity architecture.

3.1.2.

Plant Applications
AVEVA plant applications are included in this design. They provide visibility into the plant
processes, gather data for future planning and a history of operations. AVEVA applications also
provide visibility into plant operations by providing HMI and SCADA systems for operational
efficiency. Using AVEVA System Platform and the AVEVA InTouch software application, a
wastewater SCADA system was built. It is connected to a process M580 monitor and controls
primary clarification, aeration, secondary clarification, and alarms.
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Figure 11: AVEVA SCADA

3.1.3.

Network reference architecture in the plant
The network often uses similar but different names for zones based upon the requirement of the
network. Large plants with many devices and connections may require separation into a number
of zones to segment and control traffic. Small plants may collapse core and distribution into a
single zone. An example is shown below.
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Figure13: Zones
IDMZ
The DMZ in the EcoStruxure Plant model typically provides an interface and restricts access into
the enterprise’s network assets and services from the Internet. The Industrial DMZ is deployed
within our plant environments to separate the enterprise networks from the operational domain of
the plant environment. Downtime in the IACS network can be costly and have a severe impact on
revenue, therefore the operational zone cannot be impacted by any outside influences; availability
of the IACS assets and processes are paramount. For this reason, network access is not
permitted directly between the enterprise and the plant. However, data and services are required
to be shared between the operational domain and the enterprise, so a security enhanced
architecture for the industrial DMZ to provide transmission of data between the zones is required.
Typical services deployed in the DMZ include Remote access servers and Mirrored services. 12

12
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Core Network
The core is designed to be highly available and stable to aggregate the elements in the
operational plant – typically Layer 3 devices – with high speed connectivity, redundant links, and
redundant hardware. Within the context of the plant architecture, the core aggregates the
Cell/Area Zones and provides access to the industrial DMZ and centralized services.
For industrial automation, services required across the plant include production control,
historians, domain controllers, and networking security platforms such as Cisco Identity Services
Engine (ISE) and Cisco Stealth Watch. The core will align with plant operations and control zone
which resides at Level 3 of the Purdue model.
Summary
•

Provides continuous connectivity between distribution layers for large sites focusing on
scale and availability

•

Enables site-wide redundancy

•

Allows non-disrupting in-service upgrades

Distribution Network
The distribution layer in its simplest form provides policy-based connectivity and demarcation
between the access layer and the core layer. In the Purdue model, it is part of the Cell/Area Zone
to provide aggregation and policy control and act as a demarcation point between the Cell/Area
Zone and the rest of the IACS network.
Summary
•

Layer 3 connectivity to the core layer and Layer 2 into the access layer

•

Aggregates access layers and provides connectivity services

•

Connectivity and policy services within the access-distribution network

•

Distribution, policy control, and isolation/demarcation points between the Cell/Area
Zones and the rest of the network

Access Network
The access layer provides the demarcation between the network infrastructure and the devices
that leverage that infrastructure. As such, it provides a security, QoS, and policy trust boundary.
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When looking at the overall IACS network design, the access switch provides the majority of
these access layer services and is a key element in enabling multiple IACS network services.
The Cell/Area Zone can be considered an access layer network that is specialized and optimized
for IACS networks.
Summary
•

Provides endpoints (PCs, controllers, I/O devices, drives, cameras, and so on) and users
with access to the network

•

Enforces security policy, segmentation, QoS, and policy trust enforcement

•

Labels packets to enforce segmentation 13

Device Network
This is the area where the PACs, I/O devices, drives, sensors, and actuators reside.

Key Network Roles
Cisco switches incorporate a significant amount of technology to allow for a robust, redundant,
and resilient network. Resilient Ethernet Protocol (REP) and MSTP is a ring network protocol that
provides high speed recovery in the event of a network communications loss.
Cisco recommends using resilient network topologies (for example, redundant star and ring)
instead of non-redundant topologies. These allow the network to continue to function after an
event such as connection loss or a non-operational switch. Although some of these events may
still lead to downtime of the industrial automation and control systems, a resilient network
topology may reduce that likelihood and can improve recovery time. See the Cisco Ethernet-tothe-Factory 1.2 Design and Implementation Guide.
Another key function is the priority of the various types of traffic across the switched
infrastructure. This was discussed in detail in the previous section.
Firewalls between each zone provide a security enhanced boundary.
Applications from AVEVA provide real time information and historical analysis and trend data for
control of the plant industrial automation devices.

13
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Components Criteria
If you are familiar with Cisco configuration settings, you can manually configure the switch; if not
run setup from the CLI or use the Express Setup option. During the setup process configuration
information includes hostname, password, and management information. The next section
describes details about the specific configuration for the Cisco RIO and DIO networks. The exact
command line entries are blue text. The exact configurations will be included in the Appendix.
Next, we examine the new hardware being implemented in this design.

3.3.1.

Cisco Industrial Ethernet Switches
Cisco offers an extensive range of Industrial Ethernet switches. Within the Cell/Area Zone at the
access layer, environmental conditions as described earlier are a key factor in selecting a
hardened, DIN-mountable access switch, such as a Cisco IE 3400 or Cisco IE 4000. The Layer 3
distribution switch may present less stringent requirements, allowing for models such as the
Cisco Catalyst 3800 and Cisco Catalyst 9300. The distribution switch is typically located in a
controlled, environmentally friendly space; however, if industrial protocols are still required, the
Cisco IE 5000 or Cisco IE 4010 could be deployed at this layer. 14
Figure 3 depicts Cisco IE 3300 and IE 3400 switches configured in a ring. That ring also connects
to the Catalyst 9300 which provides distribution layer services (routing) to complete the REP
topology. Routing needs to be implemented as the REP ring contains multiple interconnected
VLANs and the PACs publish data across to the safety ePAC (in red). The IE 3400s connect the
Modicon devices to each other and provide upstream information to the control network.
The Cisco IE 2000, IE 4000 switches connect the safety ePAC and its devices to each other and
to the control network. These devices are configured as an RSTP ring network. Not displayed (for
the purposed of simplifying the graphic) are a pair of IE 5000 switches that also participate in the
RSTP ring. This will be explained in greater detail in the Configuration section.

3.3.2.

Cisco Switch Design
The first requirement to be implemented is use of the modules’ service ports to connect to the
Cisco Industrial Ethernet managed switches. Here we see each zone is separated by a firewall
and in the control network by a firewall pair. Most applications that reside in the control zone
include the cybersecurity applications. The AVEVA production management system resides in the
DMZ as users in both the enterprise and control network require access to this information.

14
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The IE 3x00 switches connect process function unit to the control network via a REP ring. The
safety functional unit connects to the control network via an RSTP ring. An IC 3000 network
probe continuously watches the network flows looking for any threats or abnormalities. Similarly,
the Catalyst 9300 and the IE 3400 switches have a probe installed on them to monitor the
process functional unit.
Multiple VLANS are used in this architecture to provide network separation and enhance security.
Routing is implemented to provide access across the entire plant and provides PAC to PAC
communication and SCADA information from the device network to the control room.

3.3.3.

Selected M580 RIO Architecture
The Ethernet Programmable Automation Controller (ePAC) for process and high availability
solutions is used for both process control and safety control.

3.3.4.

M580 Process ePACs
The BMEP584040 was used in this test. It communicates to two BMECRA31210 drops. One drop
is configured with a BMXDDO1602 module; the other drop is configured with both a
BMXDRA0805 module and a BMXDDI1602 module. The CPU rack also has two BMENOC0301
modules. One is used to communicate to a pair of TeSys T motor management systems. One
TeSys T communicates via Modbus TCP and the other communicates via EtherNet/IP. The other
BMENOC0301 communicates upstream to the engineering workstation used for testing. The
engineering workstation is assigned to a different VLAN than the ePAC and CRAs. The TeSys Ts
which make up the DIO network are also assigned to a different VLAN. To bring transparency,
the Catalyst 9300-Layer 3 switch provides routing functionality so data can interoperate across
the separate VLANs.

3.3.5.

M580 Safety ePACs
The BMES584040 was used in this test. It communicates to two BMECRA31210 drops, both
configured with a BMXSDI1602 module and a BMXSDO0802 module. The CPU rack also has
one BMENOC0301 module. The BMENOC0301 communicates upstream to the engineering
workstation used for testing. The engineering workstation is assigned to a different VLAN than the
ePAC and CRAs. The IE 5000-Layer 3 switch provides routing functionality so data can
interoperate across the separate VLANs.
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Cisco Industrial Ethernet Switches
The architecture uses 10 Cisco Industrial Ethernet switches and 2 Catalyst 9300 switches. Six
switches are connected in a ring topology to support REP.

Figure 12: REP Topology
The Cisco IE3400 and IE 3300 switches and the Catalyst 9300 constitute the REP ring
(highlighted section of Figure 12). The RIO process ePACs and the DIO TeSys Ts are connected
to the REP ring via Gigabit copper Ethernet ports.
The Catalyst 9300 also participates in the RSTP ring. It functions as the root of the ring.
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Figure 13: RSTP Topology
The IE 2000 switches connect the safety PACs to the RSTP ring via the Fast Ethernet ports. The
IE 2000s connect upstream to an IE 4000 switch. The IE 4000 connects to the IE 5000 via a pair
of redundant Cisco ICS 3000 firewalls. The firewalls are running Hot Standby Router Protocol
(HSRP). HSRP is Cisco’s standard method of providing high network availability by providing
first-hop redundancy for IP hosts on an IEEE 802 LAN configured with a default gateway IP
address. HSRP routes IP traffic without relying on the availability of any single router. It enables a
set of router interfaces to work together to present the appearance of a single virtual router or
default gateway to the hosts on a LAN. Details of the configuration will be provided.
The IE 5000 and the Catalyst 9300 have routing capabilities based upon its operating system
selection. Each provides the interconnection between the different topologies and subnets in the
architecture. The gigabit ports are used to connect the rings using a Cisco proprietary ring
protocol. The switches are configured to run the Enhanced Interior Gateway Routing Protocol
(EIGRP). Details of the configuration will be provided.
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Key Industrial Automation Control Systems Considerations
These include the ability to provide application resiliency and redundancy across the plant
architecture. The first goal is to meet the required 50 ms recovery times in the event of a network
impairment. Another goal is to build the solution using only off the shelf components with an
extended Mean Time Between Failures (MTBF).
Most Industrial Automation Control Systems run 24X7 with very little scheduled down time. If a
device needs to be replaced while the production line is still running, it needs to have a minimum
impact on the plant output. Industrial devices that have a “Change on The Fly” feature are
recommended.
Security is another key consideration. More on this in the next section

Key Network Considerations
It is key to have a robust and reliable network solution. The Cisco Industrial Ethernet and Catalyst
switches contain a rich feature set enabling ring redundancy, QoS for traffic shaping, Access
Control Lists for privacy, and performance with up to 10 Gigabit interfaces.
Network security is also key. Protection from unknown sources and the latest threats concern the
OT personnel in the same way that IT helps protect the enterprise environment. Malware,
hackers, and the latest supply chain threats are just as real in the plant environment. This
network implements Cisco’s threat defense products to help protect all zones in the plant. Using
the latest firewall and threat detection devices. Cisco Firepower and Cyber Vision solutions
provide a robust cybersecurity solution.

3.5.1.

VLANs and IP Schema
VLANs provide an efficient way to separate and restrict unnecessary or unwanted data from
traversing the network. Combined with the use of routing and firewalls, traffic can be directed to
only where it is required. VLAN are necessary in this implementation.
•

The VLANs designed are as follows:
•

VLAN 15 – Switch REP ring subnet 192.168.15.0/24

•

VLAN 20 - Switch MSTP ring subnet 192.168.20.0/24

•

VLAN 25 - Control network subnet 192.168.25.024

•

VLAN 30 - Catalyst 9300 to Firepower 2110 Threat Detection System (IDMZ)

•

VLAN 4 – REP ring management

•

VLAN 10 – Process RIO subnet 192.168.10.0/24
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•

VLAN 11 – Process DIO subnet 192.168.11.0/24

•

VLAN 12 – Safety RIO subnet 192.168.12.0/24

The Cisco IE-5000 IOS supports Layer 3 routing, as does the Catalyst 9300 stack, and
provides Switch Virtual Interfaces (SVI) to route packets to the various VLANs. EIGRP was
used to provide router to router communication between the IE-5000 and the catalyst stack.
The drops from M580 process and safety ePACs are distributed across multiple switches as

•

the VLAN required are configured accordingly.
Device

TCP/IP Address/24

Device

TCP/IP Address/24

Engineering Workstation

192.168.20.200

IE 5000-1

CAT 9300 Stack

192.168.15.1
192.168.10.1
192.168.11.1
192.168.25.1
192.168.30.1

192.168.20.2
192.168.12.1

IE 5000-2

192.168.20.3
192.168.12.1

IE 3300-1

192.168.15.15

ISA 3000-1

192.168.20.4

192.168.15.16

ISA 3000-2

192.168.20.5

IE 3400-1

192.168.15.17

IE 4000

192.168.20.6

IE 3400-2

192.168.15.18

IC 3000

192.168.20.7

IE 3400-3

192.168.15.19

IE 2000-1

192.168.20.8

IE 3400-4

192.168.15.20

IE 2000-2

192.168.20.9

BMEP584040

192.168.10.10

VMware

192.168.25.2

BMENOC0301

192.168.15.10

FMC

192.168.25.3

BMENOC0301

192.168.11.11

Cyber Vision

192.168.25.5

IE 3300-2

BMECRA31210

192.168.10.12

Server 2016

192.168.25.55

BMECRA31210

192.168.10.13

Windows 10

192.168.25.56

BMEP584040S

192.168.12.10

FirePower 2110

192.168.30.2

BMENOC0301

192.168.15.12

TeSys T (EIP)

192.168.11.23

BMECRA31210

192.168.12.13

TeSys T (MBTCP)
—

192.168.11.24
—

BMECRA31210
Table 7: TCP/IP Schema

192.168.12.12

The following design considerations were used for the testing:
•

CPU and CRA are connected in star topology to the Cisco switches instead of being part of
the main ring topology. There is only a single connection from the CPU and CRA to the
switch, hence the ring management is controlled by the Cisco switches.

•

Management of the VLANs is controlled via the Cisco switches. Traffic out of the control
ports of the CPU and CRA (ports 2 and 3) carries a VLAN 1 tag, the traffic out of the service
port is untagged. Connection of the CPU and the CRA modules will be from the service port
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to the switch, where VLAN tags are applied to traffic from the CPU and CRA and then
stripped on traffic to the CPU and CRA. The service ports of the CPU and CRA are unable to
process VLAN tags.

Figure 14: TVDA Selected Architecture

3.5.2.

Copper vs. Fiber
Media plays a large part in contributing to the convergence times after network loss. Copper
Ethernet links contribute to larger convergence times than fiber and take longer to detect the loss
without any supplementary keepalive mechanism. This is reflected in some of the convergence
tests that were conducted. In topologies with Cisco IE 3x00 switches, REP Fast can be used to
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improve overall convergence time, especially for copper connections; when a link loss occurs, the
REP Fast convergence time is comparable between fiber and copper.
The specific Cisco Catalyst 9300 platform aggregating the rings was the Cisco Catalyst 930048P. At the time of testing.
This platform only supported copper downlinks. A 1/10 Gbps uplink module was evaluated to
provide fiber media convergence numbers. Copper downlinks were also evaluated in certain
scenarios. 15

3.5.3.

Topologies
As Figure 15 depicts, the service ports of CPUs and RIO drops are used to connect to the main
REP or MSTP ring. All other DIO devices are connected in a star topology to a switch. Cisco IE
and Catalyst switches are formed in a ring with REP or MSTP protocol running to provide network
resiliency and traffic flow. This was the recommended topology but either REP of RSTP can
support either the process or safety functional unit.

15
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Figure 15: REP and RSTP Rings

3.5.4.

QoS
This document will cover the switch configuration necessary to prioritize traffic for the network.
Extensive information is available from Cisco software configuration guides.
In this network, our switch configurations focused on policy maps and shared round robin input,
output DSCP queue maps and bandwidth shaping. This mapping is for the IE 2000, IE 4000 and
IE 5000 switch models The IE 3300, IE 3400, and Catalyst 9300 support a different QoS
technology called MQC. Examples of this will be given in the Appendix.
The guidelines for the QoS plan for EcoStruxure Plant networks are the following:
•

The maximum priority settings (CoS=7 and DSCP=59) are used for NTP synchronization
traffic between CRAs and the CPU. We recommend that this traffic be classified with the
highest priority.

•

In descending order of priority, the second priority is assigned to the traffic for communication
between CPU and the remote CRAs (UDP port 2222) and is marked with DSCP=47.
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•

The third priority traffic from the CPU corresponds to Modbus TCP connection to remote
devices. Those are assigned DSCP values 27 and/or 43.

Table 8 shows the VLAN priority for testing and implementation for the IE 2000/IE 3000 field ring
to provide appropriate traffic segregation.
VLAN Name

Traffic

Priority order

Trunk Native VLAN

REP protocol – MSTP protocol

6 (Highest)

Mgmt

Network Management for switches

5

Safety ERIO

Safety Remote I/O

4

Process ERIO

Process Remote I/O

3

Safety DIO

Safety DIO devices

2

Process DIO

Process DIO devices

1 (Lowest)

Table 8: VLANs in Recommended Network
In the third column of this table we have added a number indicating the recommended order of
precedence to be assigned to each type of traffic. This number is used to sort the types of traffic
by priority level; it does not correspond to any specific CoS or DSCP value.
REP Traffic is used for network resiliency and to manage communication flow. It handles
redundancy in the ring of IE 2000/IE 3000 switches and correct REP operation is vital for avoiding
loops in the network. For this reason, it is assigned the highest priority.
Network traffic management is assigned the next highest priority classification. This follows bestpractice recommendations for network design. Network management traffic normally occupies
minimal bandwidth. In situations of network congestion, or in response to other network events, it
is advisable to provide the Network Administrator with the ability to connect to the management
interface of network switches to perform troubleshooting.
The following types of traffic in descending order of priority are:
•

Safety Ethernet Remote Input Output (ERIO) traffic.

•

Process (non-safety) RIO traffic.

•

Communication between the CPUs and the remote X80 chassis units via the BMECRA31210
modules.

The RIO communication has exigent requirements for maximum delay and jitter, comparable to a
real-time service.
Correct configuration of network switches will allow the assignment of a higher priority to safety
ERIO communication over the priority of the process ERIO communication. Both require low
latency, while the black channel communications of the safety ePAC responds with higher priority
of service, will minimize spurious trips, and maintain consistent and continuous operation.
The next level of priority is traffic for ePAC Ethernet Distributed Inputs and Outputs (DIO)
communication. DIO traffic does not have such strict requirements as ERIO in terms of latency
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and jitter. We recommend that the QoS plan provide higher priority for safety DIO traffic than for
process DIO traffic, for the same reason given for ERIO traffic.
Our recommendation for Quality of Service is to use the DSCP value of each IP header to classify
the incoming traffic. For non-IP traffic (like REP or Spanning Tree), the priority would be marked
with the CoS value in the IEEE 802.1Q VLAN tag.
The QoS settings used in this TVDA are more granular than the settings specified in the M580
Open Ethernet System Planning Guide. REP ring messages are given a QoS priority and we
made safety DIO traffic a higher priority that the process DIO traffic.
Table 9 shows the proposal for assigning DSCP and CoS values to different traffic, with priority in
descending order (from highest to lowest priority).
Traffic

DSCP

CoS

REP protocol, STP

63

7

NTP traffic for CPU-CRAs

59

7

Network Management for switches

56

6

Safety Remote I/O

47

5

Process Remote I/O

43

5

Safety DIO devices

16

2

Process DIO devices

8

1

Rest of traffic

0

0

Table 9: QoS Plan Recommended Classification
The traffic for ERIO drops is a significant percentage of the total traffic on CPU port (nearly 90%).
This fact is taken into consideration when determining the recommended QoS parameters in
Cisco switches.
Select switches that support the following classification values. Third-party switches and products
such as the BMENOS0300 may not support setting QoS classifications.
Recommended Ingress Queues parameters
DSCP Value

Queue-Threshold
1-1

CoS Value

Queue-Threshold

0-42

0-4

1-1

43, 47

2-1

5

2-1

44-46

1-1

6

1-1

48-58, 60-62

1-1

7
2-1
Table 10: CoS to Ingress Queue map
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Parameter

Queue 1 (Normal)

Queue 2 (Expedite)

75%

25%

4

4

Buffer Allocation
Bandwidth Allocation
Priority Queue Bandwidth
WTD drop Threshold 1

0

25

100%

100%

WTD drop Threshold 2
100%
100%
Table 12: Recomendad QoS Plan. Parameters for Ingress Queues
The QoS Plan recommended is the following:
At Ingress queues, REP control traffic and RIO traffic from both safety and process ePAC will

•

be assigned maximum priority in the expedited Queue 2.
The minimum provided bandwidth for Queue 2 will be 25%.

•

Recommended Egress Queues parameters
CoS Value

Egress Queue Threshold

DSCP Value

0, 1
2-1
2, 3
3-1
4
4-1
5
1-1
6
4-1
7
1-1
Table 13: CoS to Egress Queue map

Parameter

Queue 1

Egress QueueThreshold

0-15
2-1
16-42
3-1
43
4-1
44-46
3-1
47
1–1
48-58
4-1
59
1-1
60-62
4-1
63
1-1
Table 14: DSCP to Egress Queue map

Queue 2

Queue 3

Queue 4

Buffer Allocation

25%

25%

25%

25%

WTD drop Threshold 1

100%

200%

100%

100%

WTD drop Threshold 2

100%

200%

100%

100%

Reserved Threshold

50%

50%

50%

50%

Maximum threshold

400%

400%

400%

400%

SRR shaped weights absolute

20

0

0

0

SRR shared weights

20

25

25

30

Expedite Queue
Active
Table 15: Recommended QoS Plan. Parameters for Egress Queue
•

Queue 1 is the highest priority queue at egress. REP control traffic, NTP traffic and ERIO
traffic from safety ePAC are assigned maximum priority in the expedited Queue 1. This
queue has minimum provided bandwidth of 20% in shaped mode, meaning that it will share
the remaining 80% of bandwidth for other traffic.
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Queue 4 is next in descending order of priority. It has approximately 30% of bandwidth.

•

Network management traffic and ERIO traffic from process ePAC will be handled by this
queue.
•

Queue 3 is the next priority. It will carry safety DIO traffic (not used in this configuration).

•

Queue 2 is the egress queue with lower priority. It will handle process DIO traffic and the rest
of traffic with no special classification.

DSCP to DSCP Mutation Map
So that the DSCP values will adjust to the plan designed in Table 15, it is necessary to change
the value of DSCP for incoming packets from the CPU. The DSCP values provided from both the
safety ePAC and the process ePAC will be the same, hence the switch must assign a higher and
different priority for the safety ePAC ERIO traffic as compared to the process ePAC ERIO. This
can be configured in the Cisco switch with a DSCP to DSCP mutation map.
The DSCP-to-DSCP-mutation map translates one set of DSCP values to match the definition of
another domain. You apply the DSCP-to-DSCP-mutation map to the receiving port (ingress
mutation) at the boundary of a QoS administrative domain.
With ingress mutation, the new DSCP value overwrites the one in the packet, and QoS treats the
packet with this new value. The switch sends the packet out the port with the new DSCP value.
You can configure multiple DSCP-to-DSCP-mutation maps on an ingress port. The default
DSCP-to-DSCP-mutation map is a null map, which maps an incoming DSCP value to the same
DSCP value.
You can prioritize traffic by placing packets with particular DSCPs into certain queues and
adjusting the queue thresholds so that packets with lower priorities are dropped. 16
The DSCP to DSCP mutation map will be applied to the ports of switches where the CPU of M580
ePAC and remote CRAs are connected. Table 16 shows the change of DSCP values proposed.
The “DSCP In” column indicates the DSCP value of the incoming packet, and the “DSCP Out”
column shows the corresponding mutated value for the nominated traffic. This table only indicates
the key DSCP values that were identified in the analysis of section Table 16.
For the safety ePAC the DSCP values remain unchanged, except for DSCP 43, which will be
used for ERIO traffic of the process ePAC. To accommodate this, the Modbus TCP traffic from
the ePAC value is set to DSCP 27.
The ERIO traffic for the process ePAC is re-marked as DSCP 43.

16

Cisco IE 3000 Switch Software Configuration Guide p39-66
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PAC

Traffic

DSCP In

DSCP Out

59

59

Safety ePAC

NTP Sync

Safety ePAC

ERIO communication

47

47

Safety ePAC

Modbus TCP

43

27

Safety ePAC

Modbus TCP

27

27

Process ePAC

NTP Sync

59

59

Process ePAC

ERIO communication

47

43

Process ePAC

Modbus TCP

43

27

Modbus TCP
Process ePAC
27
27
Table 16: Changes of DSCP value for incoming packets from ePAC
The Ethernet ports that belong to the REP ring would be configured to use DSCP value as the
Trusted QoS mark. For non-IP traffic the CoS value will be used if the packet is tagged (like REP
traffic, for instance). Internally the switch maps the CoS value to a DSCP value using a CoS-toDSCP map.
The Service Port (ETH1) and the Control ports (ETH2 and ETH3) on the CPU and the CRAs
modules use the same DSCP values in the IP header of packets to classify traffic.
This series set the global parameters for the switch. It defines the DSCP maps that change the
priority settings, and the settings for the input queues and output queues. As described earlier,
specific queues can be set to prioritize certain distinct DSCP values received, mapped to a new
value, and then processed by and output queue with specific values assigned. This switch is used
for the process ePAC. The CRA switch will have similar settings.
More detail can be found in the QOS section of the Cisco QoS_ Modular QoS Command-Line
Interface Configuration Guide, Cisco IOS Release 15M&T.
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Security
The basic components of Schneider Electric’s defense-in-depth approach are described in the
following list. The components highlighted in bold face are the primary focus of this document.
•

Risk assessment. A systematic security analysis of the EcoStruxure Plant environment
and related systems.

•

A security plan built on the results of the risk assessment.

•

A multi-phase training campaign.

•

Separation of the industrial networks from enterprise networks using a demilitarized
zone (DMZ) and the establishment of other security zones behind the DMZ using
firewalls, security data diodes and routing.

•

System Access Control. Controlling network access to the system with firewalls,
authentication, and authorization. Related methods not covered in this document include
virtual private networks (VPN), antivirus software, physical USB port locks, configuration
procedures to disable USB ports, and traditional physical security measures such as
video surveillance, fences, locked doors and gates, and locked cabinets.

•

Device hardening. The process of configuring a device against communication-based
threats. Device hardening measures include password management, access control, and
the disabling of unnecessary interfaces, protocols, and services.

•

Network monitoring and maintenance. An effective defense-in-depth campaign needs
continual monitoring and system maintenance to meet the challenge of new threats as
they develop.

Defining security zones for application of cybersecurity measures is a key initiative of Schneider
Electric. The plant is divided into separate networks often referred to as zones. The reference
architecture defines four separate zones:
•

Enterprise zone – business apps and applications that control the overall business
process (email, office applications, etc.).

•

IDMZ – a “demilitarized zone” that contains the manufacturing applications for planning
and information gathering.

•

Control zone – applications that run the plant operations (control and SCADA
applications).

•

Device zone – a network of programmable controllers, input/output devices and
manufacturing machinery.
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Figure 16: EcoStruxure zone architecture
Organizational frameworks and standards are key to creating a strong cybersecurity policy. The
IEC 62443 framework contains thirteen documents organized into 4 categories:
•

General: These documents define the core terminology, concepts and models and
outline common conformance metrics.

•

Policies and Procedures: These documents define the requirements for effective ICS
cybersecurity management from design and through the operational life cycle of the
systems.

•

System: Here the focus is on risk assessments and cyberattack resistant security
enhanced ICS system level design.

•

Component: These documents relate to security enhanced product development and
ongoing life cycle maintenance of the intelligent devices in an ICS.

Schneider Electric has standardized on this series of standards. More information can be found at
the ISA web site.
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Cisco Cyber Vision Platform

Performance Criteria
Performance testing is designed to match the normal preferred architecture of an EcoStruxure
Plant network. As stated in the QoS section, this complex set of configuration parameters is
designed to provide the same network redundancy and re-convergence of a plant network using
Modicon dual ring switches (DRS). The requirement is re-convergence of the network with no
loss of communication within the prescribed 50 ms.

3.6.1.

Cisco Switch Setting for the REP Topology
The figure below demonstrates the REP topology currently implemented.

Figure 17: REP Topology
The REP segment is segment 1 and consists of forwarding ports. It is a trunk port (required for
REP) and passes all VLANs. It is managed on VLAN 4 and it is using QoS
The above settings are part of the overall design of the network and are the standard
recommendations.
Bandwidth share and shape parameters may not be necessary depending on the size of the
industrial network. Service ports are limited to 5 Mbits/s and may not generate enough traffic to
invoke bandwidth management on the switch port.
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Cisco Switch Setting for the RSTP Topology
The figure below demonstrates the RSTP topology currently implemented.

Figure 18: RSTP Topology
RSTP Settings
MSTP is configured for this RSTP domain. The STP loop guard feature provides enhanced
protection against Layer 2 forwarding loops (STP loops). An STP loop is created when an STP
blocking port in a redundant topology erroneously transitions to the forwarding state. This usually
happens because one of the ports of a physically redundant topology (not necessarily the STP
blocking port) no longer receives STP BPDUs. In its operation, STP relies on continuous
reception or transmission of BPDUs based on the port role. The designated port transmits
BPDUs, and the non-designated port receives BPDUs.
When one of the ports in a physically redundant topology no longer receives BPDUs, the STP
concludes that the topology is loop free. Eventually, the blocking port from the alternate or backup
port becomes designated and moves to a forwarding state. This situation creates a loop.
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The loop guard feature performs additional checks. If BPDUs are not received on a nondesignated port, and loop guard is enabled, that port is moved into the STP loop-inconsistent
blocking state, instead of the listening / learning / forwarding state. Without the loop guard
feature, the port assumes the designated port role and moves to the STP forwarding state thus
creating a loop. 17

3.6.3.

Port Configuration
Interface Configuration
Like the REP settings, these interfaces are configured to use traffic sharing and shaping but by
means of QoS bandwidth shaping and sharing. They are also configured as access ports, which
means they look for the proper VLAN tag and strips it out of the packet. The edge devices on the
access ports do not support VLAN tagging.

3.6.4.

Routing
Routing is enabled on the Cat 9300 for the REP segment. It is accomplished by the following
command.
ip routing
In addition, Switched Virtual Interfaces (SVI) are added to the IE 5000-1 and the Cat 9300 to
provide a default gateway for any VLAN.

Cybersecurity Configuration
3.7.1.

Firepower Management Center
The reference architecture includes next generation firewall technology consisting of Firepower
Management Center (FMC), a Firepower 2110 helping to protect the device, control and IDMZ
networks and a pair of ISA3000 firewalls configured to help protect the safety PAC devices. The
ISA3000 can be used as a Layer 2 firewall (pass-thru) or can be configured as Layer 3 (routing
enabled). In this configuration it is used as a Layer 2 device.
Specific configuration information will be detailed in a follow up TVDA focusing on the
cybersecurity offering, plus penetration and other security tests.

Catalyst 3560 Software Configuration Guide, Release 12.2(52)SE
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ISA 3000 firewalls
As mentioned earlier, the ISA 3000 firewalls are configured as an active/passive pair. This
functions similarly to how an M580 Hot Standby system operates. The systems have a link
between them to establish a communication channel. They continuously send heartbeat or hello
messages to each other. If the active member suffers a loss of connectivity, the passive member
activates and passes traffic. The Firepower Management Center (FMC) is used to configure and
monitor the ISA3000 firewalls. A series of simple mouse clicks enables the devices. Here is a
screenshot of the firewall in a paired mode. The one labelled ISA3K-2 is active.

Figure 19: ISA3000 Firewall Pair

3.7.3.

Firepower 2110
The Firepower 2110 helps to protect the Device, Control and IDMZ networks. It provides multiple
interfaces so it can support multiple zones. It runs as a Layer 3 device (Routed mode) and again
like the ISA 3000s a few simple mouse clicks configures and deploys the device. Here is a
dashboard snapshot from FMC.
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Figure 20: Firepower 2110 in FMC
As previously mentioned, a future TVDA will cover the specifics of the uses of the dashboard,
creating policies, analysis, and device management.

EcoStruxure Plant Application Recommendations
3.8.1.

Network Limitations
Any cable break or network impairment results in the loss of communications between the CPU
and the CRA.
The service port bandwidth of the BM•CRA31210 modules is capped to 5 Mbit/s.

NOTICE
LOSS OF CONNECTIVITY WITH THE RIO DROPS
When designing the open Ethernet network, make sure that the total traffic managed by the
service port of the BM•CRA31210 module does not exceed 5 Mbits/s.
Failure to follow these instructions can result in equipment damage.
When designing the open managed Ethernet network, confirm that the total traffic handle by the
service port of the BM•CRA31210 module does not exceed this limitation.
NOTE: The bandwidth of the M580 CPU service port has a limitation of 100-megabits.
Factors typically affecting network bandwidth at the service port of the (BM•CRA31210 module
are:


Number of X80 RIO drops scanned

•

Number of extended racks

•

Type of I/O module (network bandwidth requirements)



Scan rate of the X80 RIO drops
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The processing capability without packet loss, including unicast, multicast, and broadcast frames
management, is limited for M580 CPU and BM•CRA31210.
Design the open managed Ethernet network architecture by considering that the overall traffic
does not exceed the following limits:
•

M580 CPU: 15000 packets per second

•

BM•CRA31210: 8000 packets per second

When planning for the necessary bandwidth, EcoStruxure Control Expert can be used to connect
to the DTM and view calculated packet summary statistics for each device in the device
summary.

Figure 21: Packets per second estimator
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Selected Components
See Bill of Material and Software

Safety system and Control Expert
For the test, we managed the hold-up times of ERIO drop modules (BM*CRA31210) and the
safety IO modules to provide safety operation. These values will need to be adjusted to suit
required safety response times of the safety loops.
Timeouts:
•

For all the BM*CRA31210 modules the hold-up time is set to 1000 ms. The MAST task was set
to periodic for 120 ms resulting in an RPI of 60 ms for the process ePAC.

Figure 22: Master Task hold up time setting for the BMECRA31210
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In addition, for the safety CRA the SAFE task was set to 100 ms.

Figure 23: SAFE task hold up time setting for the BMECRA31210
•

For the safety input modules, the communication time-out value is defined by the “COM_TO”
parameter in the IO module DDDT. The value for the test is 125 ms.

Testing was conducted in the EcoStruxure Plant Competency Center using a fiber optic REP ring
configuration. Successful ring recovery with no detected error was achieved using lower MAST
and SAFE execution times. Testing for the process ePAC set the MAST cyclic scan time to 40ms. The safety ePAC set the MAST periodic scan time to 55 ms and SAFE periodic scan time to
5 ms. This variation is caused by the faster recovery times of fiber vs. copper Ethernet ports.
Again, with this in mind we recommend using fiber Ethernet ports for configuring a REP ring.
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For safety output modules, the Fallback timeout value is defined to 360 ms on all drops.

•

Figure 24: Hold up time setting for the Safety output module (BMXSDO0802)

Functional Tests
The following functional test are to be performed:
•

Switch Interconnectivity (REP)

•

CLI access to switches

•

Process CPU to CRA (RIO)

•

Process CPU to TeSys T (DIO)

•

Safety CPU to safety CRA (RIO)

•

Interconnectivity of all devices

•

Inter-VLAN Routing

•

EcoStruxure Control Expert to ePACs

•

EcoStruxure Control Expert to all device web browsers
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Native M580 Environment
The service ports (ETH1) of the CPUs and CRAs do not attach a VLAN tag to outgoing
communication transactions. The control ports (ETH2 and ETH3) apply a VLAN 1 tag by default
as part of the Ethernet RIO configuration.
The three ports of the BMENOC03*1 module do not VLAN tag any communication transaction out
of ETH1, ETH2 or ETH3 ports.
The selection of the VLAN numbers may be changed from VLAN10, 11, and 12 to other
numbering provided each is a unique number. This is configured on the network switches. The
M580 CPUs and ERIO drops connected by the service port cannot process VLAN tags and are
configured in their native mode:
1. Process ERIO network:
a. The CPUs and CRAs are connected to the local IE 3000 through the service port
(ETH1) and configured as access ports.
b. VLAN10 is configured at the local switch.
c.

QoS is configured at the local switch.

d. Cyber security settings are set on both the CPU and the switch.
2. Safety ERIO network:
a. The CPUs and CRAs are connected to the local IE 2000/IE 4000 through their
service ports (ETH1).
b. VLAN12 is configured at the local switch.
c.

QoS is configured at the local switch.

d. Cyber security settings are set on both the CPU and the switch.
3. Process DIO network:
a. Connected to the BMENOCs through port ETH2 (no preference and hence ETH1 can
be used).
b. VLAN 11 is configured at the local switch.
c.

QoS is configured at the local switch.

d. Cyber security settings are set on both the CPU and the switch.
The collection of Cisco switch settings, process M580, safety M580 and QoS configurations are
included in the Cisco Switch Configurations in the Appendix.
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Considerations for Switch Network
1.

Architecture – this is a simple architecture with two segments, one REP ring and one RSTP
ring. The router has been incorporated into both the REP ring and the RSTP ring. These
routers communicate to each other in a two node EIGRP network.

2.

It is considered good practice to manage only one subnet for each VLAN.

3.

All the devices (CPUs, CRAs, ERIO, DIO, VLAN management…) are connected through a
switch access port. The PAC and CRA RSTP ring ports are not used in this configuration.
The ports are configured with PortFast BPDU Guard option (see Glossary).

4.

For the REP ring management, we are using VLAN 4 which are set as trunk ports.

5.

An MSTP ring is used for the non-REP topology (safety functional unit).

Device Port Settings
The service port (ETH1) is used instead of either of the control network ports (ETH2 or ETH3) on
the CPU and the CRA modules for this series of tests. The service port for the CPU or CRA
modules are set to “Enabled” and configured as an “Access” port, and not “Disabled” and not a
“Mirroring” port as per the figure below.

Figure 25: M580 CPU service port settings
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In addition to this we suggest that port plugs are inserted into the device control ports (ETH2 and
ETH3) of the CPU, CRA and NOC modules to help prevent accidental insertion of the cables into
the device control ports rather than the service port (ETH1). These removable plugs are provided
with the module on delivery or can be obtained from third-party suppliers.

Figure 26: Ethernet Port Plugs
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Configuration
Switch Configuration
Configuration of the Cisco switches was done from the console port using a DB-9 connector and
the blue flat cable provided along with the switch. The TeraTerm windows software application
was used to provide terminal access. The switch was cleared of any existing configuration or
VLAN data base. Please see the Cisco Configuration Guides and the Cisco Command Line
Interface (CLI) manuals for descriptions of the relevant commands and console modes.
Cisco switches have an easy to use web interface. Below is the configuration sidebar from the
main menu on the Catalyst 9300.

Figure29: Cisco Switch Device Manager

Firepower Management Center (FMC) Configuration
FMC is used to configure, monitor, and deploy threat prevention software that includes intrusion
protection, anti-virus software, malware protection, application visibility and control, network
profiling and URL filtering. It runs as a virtual machine (VM) in a Cisco UCS platform.
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Here is a screen shot of the multifaceted dashboard.

Figure 27: FMC dashboard

Cyber Vision Configuration
Cyber Vision uses a web interface to configure and monitor sensor probes in the network. It
discovers devices in the network, created a detailed inventory and monitors them for traffic flows,
and vulnerabilities.

Figure 28: Cyber Vision dashboard
Again, like Firepower Management Center, Cyber Vision runs as a VM in a Cisco UCS platform.
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Schneider Electric Device configuration
The SE PACs and devices are configured by the Control Expert (CE) application.
CE is a windows application that is commonly known as an engineering workstation. It is used to
build, deploy, and monitor the devices. It was used to configure the PAC devices including the
TeSys Ts in the DIO ring.

Figure 29: Control Expert
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Implementation
Pre-requisites
We recommend that the technician or engineer implementing these devices have extensive
knowledge in the areas of Schneider Electric hardware and software, including EcoStruxure
Control Expert, the Plant Advisor software, and AVEVA applications such as AVEVA Plant
SCADA, Historian, Plant Manager and InTouch.
In addition, expertise in Cisco network and cybersecurity is indispensable to the success of any
implementation along with familiarity of test tools such as Wireshark, packet generators and
SNMP tools.

5.1.1.

Procurement
Both Schneider Electric and Cisco have channel partners and resellers who can quote and
deliver our equipment. Please contact your local Schneider Electric or Cisco office for more
information.

5.1.2.

Out of the box
The devices used in this architecture have both DIN rail and 19 inch rack form factors. Please
plan accordingly for both. Some devices require “wall plug” AC and most DIN railed applications
use 24 Volt DC. PACs use AC but are DIN railed.
Some locations may require a licensed electrician to complete any electric connection. A UPS is
recommended for the Cisco UCS devices. These devices generate a fair amount of heat, so
adequate ventilation is required.
The Schneider Electric product manuals and System Planning Guides are an excellent source of
information. Cisco also creates “Getting Started Guides” for racking and stacking and initial
configuration. Cisco has volumes of manuals, white papers, release notes and design guides. In
fact, the Cisco Validated Design Guide for Networking and Security in Industrial Automation
Environments was used to help create this document.
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Deploying a configuration
The implementation steps were:
1. Cisco switch setup -no QoS
2. Build REP and RSTP rings
3. Test REP and RSTP functionality
4. Configure VLANs and routing
5. Apply global QoS settings
6. Apply DSCP maps and setting to interfaces
7. Re-test network functionality
8. Test switch interoperability
9. Process and safety ePAC setup (RIO and DIO)
10. Download Projects from Control Expert
11. Install cabling to devices from switches
12. Test of interoperability and web access to devices
Note: To achieve a successful implementation, we recommend performing the implementation
steps in the sequence set forth above. Doing so will allow you to program your system more
efficiently.
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Operation and Maintenance
Network Management Tools
Troubleshooting and Support
Operation and Maintenance is virtually the same as a standard EcoStruxure Plant topology. The
only difference is that the third-party vendor, like Cisco, is an integral part of the plant. Engineers
are advised to plan for software updates and possible bug fixes for the IOS operating system
form Cisco. For that reason, it is highly recommended that a service contract be established with
the vendor.
Training on the products and technologies is recommended.
An SNMP manager is recommended to provide insight into the performance of the network. Most
network managers can help resolve any unanticipated events that may arise during day to day
operations. Recommendations for an SNMP manager are beyond the scope of this document.
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Validation
REP Ring Testing

7.1.1.

Network Testing Regime
•

Tests conducted are to observe and record convergence times when ports or devices
become non-operational.

•

Port cable breaks are to include the various roles with within a REP segment (Primary Edge,
Secondary Edge and OPEN port).

7.1.2.

•

Port cable breaks are to include the various roles with within a RSTP ring.

•

Device power cycles of both non-edge and edge switches.

•

Web access to all devices.

“RUGGEDPing" – Test tool
“RUGGEDPing” is designed to measure the time it takes from the moment the network is
damaged to the time it regains full connectivity. This tool is available from RUGGEDCOM
software at the Siemens web site.
To test convergence of the REP network, a ping is performed every 10 ms on the process PCL
(192.168.10.10) connected on switch IE 3400-3 and the process CRA (192.168.10.12) connected
on switch IE 3400-3. Similar testing is performed on the safety CRA (192.168.12.12) connected
on IE 2000-1) using the “RUGGEDPing” tool. The tool was installed on the PC configured with IP
address 192.168.15.200 and was connected to Cat 9300.
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Figure 30: The RUGGEDPing Monitoring Screen
Note: ““RUGGEDPing” can only be “Run As Administrator” to provide maximum capture
capability.

Network test results
Cable breaks were initiated on switches to determine if the system experiences any
communication losses or “drops and resets” from the CPUs to the remote RIO and DIO devices.
Test results indicate that there we no communication losses and the lengthiest observed packet
loss was for only a brief time of 4 ms.

7.2.1.

REP Topology Snapshot

Figure 31: Results of CLI query “Show REP Topology”
Figure 31 provides a wealth of information about the status of the REP ring. Here we see that the
ring segment is Segment 1. The switches in the ring are displayed by name and the bridge MAC
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(identifier in the LSL layer) is displayed. It also shows which VLANs are being forwarded or
blocked (ALT port). Each port is given a specific port number, which it uses to advertise whether
the port is forwarding or blocking through a series of Blocked Port Advertisements (BPA) or Edge
Port Assignments (EPA). These advertisements keep the ring topology synchronized similar to
how Spanning Tree used Bridge Protocol Data Units (BPDU) advertise the state of the tree.

7.2.2.

Cisco Debug information
The Cisco IOS software provides a series of debugging tools. A very useful one is the debug
command from the CLI. The debug command displays information about the Cisco device

operations, generated or received traffic, and any detected error messages. The debug operation
consumes a large amount of CPU resources – we recommend that you do not often use it in
production environments. It is meant to be used as a troubleshooting tool for only a short period
of time.
The debug command used in the validation test was the Debug REP failure recovery. This
command places the switch in a verbose debug mode, displaying information to the console. This
particular command triggers when REP detects a link break and then opens the ALT port
(blocked) to reform the ring.

Figure 32: Results of Debug
When the cable was removed from port Gi1/3, this triggered the debug information messages.
The information shown shows that Interface Gi1/3 did not receive a link state layer message
(LSL). LSL messages are used to keep the REP ring functioning. The detection of the break in
the active link caused interface Gi1/4 on IE 3400-4 to activate to heal the ring. The debug
command generates a time stamp for each message based on the switch time setting. The
format is as follows:
Month Date Hour: Minute: Second: Millisecond
We can see from the time stamps that the time from the cable break to unblocking the port was
58.545. Next a flush on the ARP cache the occurs to remove the MAC address of the broken link
and provide the population of the new links MAC address. That occurred at 59.547, which is 2 ms
after the initial break. The final debug message is the report of the link down at 59.544, which
is .995 seconds after the initial cable break.
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Rugged Ping results
Test were conducted with a continuous ping to the process and safety CRA at an interval of
10 ms. A cable break at the process CPU showed a no loss of packets

Figure 33: Results of Rugged Ping cable break at Process CPU
These tests showed no loss of packets to both CRAs at the 4 ms interval.

7.2.4.

Web access to network devices
Web access to all devices was tested from the Engineering workstation. All devices were
accessed with no detected errors. The figure below is a screenshot of the diagnostic tab of the
safety ePAC.
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Figure 34: Web access to Safety ePAC

RSTP Testing
The RSTP testing was conducted by Cisco at their Raleigh NC campus. Andover R&D Center did
not conduct tests as our devices did not participate in the RSTP ring. Our PACs and devices were
connected to the Cisco switches via access ports which do not support RSTP. Here is a synopsis
of the results from Cisco.

7.3.1.

RSTP Test setup and methodology
To test impacts of RSTP changes, an Ixia IxNetwork tool was used to send continuous
bidirectional traffic between different switches in the topology. IxNetwork traffic profiles can be
customized for numerous traffic scenarios, but for this validation a mixture of Layer 2 multicast,
Layer 2 unicast, and Layer 3 unicast traffic streams were used. The frame size was set to 64 and
the communication rate was 500 packets per second.
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Figure 35: Traffic Generator
Several points of failure were introduced to test RSTP change impacts. First, points of failure
were introduced to links in the traffic path to test for a successful reconvergence time. Second,
points of failure were introduced to links or nodes elsewhere in the topology that may impact the
root or path election and potentially trigger MAC flooding. Third, a loop was introduced in the
network to verify loop prevention in RSTP. These intentionally induced failure points are depicted
in the diagram below.
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Figure 36: RSTP Topology
IxNetwork shows real-time traffic metrics, notably packet loss duration and frame deltas if any
occur. In addition to monitoring those statistics for each induced failure, a packet capture was
taken with IxNetwork using ports not participating in the traffic streams to detect MAC flooding.
The flooding duration was calculated by the time difference between the first and last unicast
message seen on the capture port.

7.3.2.

RSTP best practice and results
In this topology, the distribution node was configured as the RSTP root bridge with the lowest
bridge priority. The aggregation Catalyst IE 3400 directly below the firewall was configured as the
RSTP backup root bridge, with the second lowest bridge priority. All other switches were left with
default priority. In this way, the root selection is consistent for each recovery if the root has
changed. The PortFast feature was enabled on all access ports so that they are not included in
any listening or learning stages and do not trigger change notifications.
For each induced failure sub-second convergence was measured, which aligns with current
RSTP standards. When RSTP detects a topology change, the MAC addresses are flushed for
non-edge ports, which then causes a brief period of MAC address flooding as the switch relearns
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the MAC addresses. For example, when bringing up the link labeled as 7 in the diagram, a
topology change was propagated through the switches and approximately three seconds of
flooding was observed.

Cybersecurity Testing
A preliminary set of tests were conducted using the Firepower Management Center and the
Cyber Vision management platform.
These tests included: tests to validate network discovery, OT device interrogation, inventory of
devices, build of presets to make custom system views, and tests to produce network events
introduced after creating a baseline.

7.4.1.

Cybersecurity Test results
All tests were successful.

Figure 37: Components list
As you can see, the components list shows that Cyber Vision detected Cisco switches, M580
PACs, CRAs, NOCs, VMware instances and broadcast messages. This screen shows a
highlighted M580, informing us that, when it was discovered, the identity of the sensor that
discovered it, and what its Ethernet properties are. It determined the flow of the device (whom it
speaks to on a regular basis) and identified two vulnerabilities on the device. How it does this will
be described in a follow up TVDA.
A test was also conducted to see if it detects variances from its baseline reference. This test was
a download to a PAC from Control Expert on an engineering workstation. The event was
successfully detected.
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8 – Conclusion



8.

Conclusion
The Schneider Electric M580 ePAC configuration using the RIO ports to support remote devices
has been a well-tested solution that has been available for years. Plants worldwide use this
solution to run their day to day operations.
This document addresses the situation where the plant requires the use of Cisco switches to
replace the Modicon solution. With that in mind, this document demonstrates the use of the ePAC
and CRA service ports matched with Cisco switches using QoS parameters defined in this
document. Gigabit and Fast Ethernet ports were tested, and our findings are that we do not
recommend the use of Gigabit copper ports to run the REP protocol.

CAUTION
RISK OF NON-CONVERGENCE
Use Fast Ethernet on copper cable to support the resilient Ethernet protocol (REP) for a ring
network topology. Do not use Gigabit copper cable, which can cause the failure of network
traffic convergence within 50 ms.
Failure to follow these instructions can result in injury or equipment damage.
Cable break tests were conducted on the Cisco proprietary REP ring and the RSTP ring to
determine if there is any communication loss from the CPU to the CRAs. The results of the test
demonstrated no loss of communication between the devices.
In summary, implementing M580 safety and M580 process control systems via service port using
Cisco IE and Catalyst switches in both Ethernet remote I/O and distributed I/O networks is a
validated architecture when applying all of the above configurations and recommendations.
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8 – Conclusion

9.

Appendix
Cisco Switch Configurations
Global QoS for the Catalyst 9300 and IE3400 switches.
Below are the class map, policy map and IP access list configuration statements.
!
class-map match-all dscp-47
match ip dscp 47
class-map match-all dscp-43
match ip dscp 43
class-map match-all class-3
match ip dscp 27
class-map match-all class-2
match ip dscp 43
class-map match-all class-1
match ip dscp cs7
class-map match-any class-0
match ip dscp 59
match ip dscp 47
class-map match-all class-5
match ip dscp cs1
class-map match-all class-4
match ip dscp cs2
!
policy-map Process-mutation
class dscp-43
set ip dscp 27
class dscp-47
set ip dscp 43
policy-map Safety-Priority
class class-0
priority
class class-1
bandwidth remaining percent 15
class class-2
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bandwidth remaining percent 15
class class-3
bandwidth remaining percent 15
class class-4
bandwidth remaining percent 15
class class-5
bandwidth remaining percent 15
class class-default
bandwidth remaining percent 25
policy-map Safety-mutation
class dscp-43
set ip dscp 27
!
ip access-list extended 101
10 permit udp any eq 2222 any dscp 55
ip access-list extended 102
10 permit udp any eq 2222 any dscp 47
ip access-list extended 103
10 permit udp any eq 2222 any dscp 43
ip access-list extended 104
10 permit udp any eq 2222 any
ip access-list extended 105
10 permit udp any eq 44818 any
20 permit tcp any eq 44818 any
ip access-list extended 106
10 permit udp any eq 319 any
ip access-list extended 107
10 permit udp any eq 320 any
!
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Global QoS for the IE 2000, IE 4000 and IE 5000 Switches
This series set the global parameters for the switch defines the DSCP maps that change the
priority settings, and the setting for the input queues and output queues.
!
mls qos
mls qos map dscp-mutation Safety_DSCP_Map 27 43 to 27
mls qos map dscp-mutation Process_DSCP_Map 27 43 to 27
mls qos map dscp-mutation Process_DSCP_Map 47 to 43
mls qos srr-queue input buffers 75 25
mls qos srr-queue input bandwidth 4 4
mls qos srr-queue input threshold 1 100 100
mls qos srr-queue input threshold 2 100 100
mls qos srr-queue input priority-queue 2 bandwidth 25
mls qos srr-queue input cos-map queue 1 threshold 1 0 1 2 3 4 6
mls qos srr-queue input cos-map queue 2 threshold 1 5 7
mls qos srr-queue input dscp-map queue 1 threshold 1 0 1 2 3 4 5 6 7
mls qos srr-queue input dscp-map queue 1 threshold 1 8 9 10 11 12 13 14 15
mls qos srr-queue input dscp-map queue 1 threshold 1 16 17 18 19 20 21 22 23
mls qos srr-queue input dscp-map queue 1 threshold 1 24 25 26 27 28 29 30 31
mls qos srr-queue input dscp-map queue 1 threshold 1 32 33 34 35 36 37 38 39
mls qos srr-queue input dscp-map queue 1 threshold 1 40 41 42 44 45 46 48 49
mls qos srr-queue input dscp-map queue 1 threshold 1 50 51 52 53 54 55 56 57
mls qos srr-queue input dscp-map queue 1 threshold 1 58 60 61 62
mls qos srr-queue input dscp-map queue 2 threshold 1 43 47 59 63
mls qos queue-set output 1 25 25 25 25
mls qos queue-set output 1 threshold 1 100 100 50 400
mls qos queue-set output 1 threshold 2 200 200 50 400
mls qos queue-set output 1 threshold 3 100 100 50 400
mls qos queue-set output 1 threshold 4 100 100 50 400
mls qos srr-queue output cos-map queue 1 threshold 1 5 7
mls qos srr-queue output cos-map queue 2 threshold 1 0 1
mls qos srr-queue output cos-map queue 3 threshold 1 2 3
mls qos srr-queue output cos-map queue 4 threshold 1 4 6
mls qos srr-queue output dscp-map queue 1 threshold 1 47 59 63
mls qos srr-queue output dscp-map queue 2 threshold 1 0 1 2 3 4 5 6 7
mls qos srr-queue output dscp-map queue 2 threshold 1 8 9 10 11 12 13 14 15
mls qos srr-queue output dscp-map queue 3 threshold 1 16 17 18 19 20 21 22 23
mls qos srr-queue output dscp-map queue 3 threshold 1 24 25 26 27 28 29 30 31
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mls qos srr-queue output dscp-map queue 3 threshold 1 32 33 34 35 36 37 38 39
mls qos srr-queue output dscp-map queue 3 threshold 1 40 41 42 44 45 46
mls qos srr-queue output dscp-map queue 4 threshold 1 43 48 49 50 51 52 53 54
mls qos srr-queue output dscp-map queue 4 threshold 1 55 56 57 58 60 61 62
!
REP
REP Setting for the Cat 9300
REP is configured on the Cat 9300 switch by the following commands:
The main difference in the configuration of REP on this switch is that it is configured as the
primary edge port on Interface GI 2/0/1 and the alternate edge port on Interface Gi 2/0/3. Place
both edge ports on the same switch.
!
interface GigabitEthernet2/0/1
switchport trunk native vlan 4
switchport mode trunk
rep segment 1 edge primary
!!
interface GigabitEthernet2/0/3
switchport trunk native vlan 4
switchport mode trunk
rep segment 1 edge
Note: the 9300 does not support Fast Mode
REP Setting for the IE 3X00 switches
!
interface GigabitEthernet1/3
switchport trunk native vlan 4
switchport mode trunk
rep segment 1
rep fastmode
!
interface GigabitEthernet1/4
switchport trunk native vlan 4
switchport mode trunk
rep segment 1
rep fastmode
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VLANs
VLANS were created to isolate traffic into separate process and safety entities, REP
management, network management (SNMP, Etc.) and cybersecurity flows.
!
vlan 4
name REP_MGMT
!
vlan 10
name PROCESS_RIO
!
vlan 11
name PROCESS_DIO
!
vlan 12
name SAFETY_RIO
!
vlan 15
name MANAGEMENT
!
vlan 20
name SAFTEY_MGMT
!
vlan 86
name CYBERVISION
VLAN 1 was created during setup can be given an IP address. The default gateway points to the
Cat 9300 routing switch.
Ip default-gateway 192.168.15.1
RSTP Global Settings
!
spanning-tree mode mst
spanning-tree loopguard default
spanning-tree extend system-id
!
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Interface Setting Example (yours will vary)
interface GigabitEthernet1/5
description TO PAC
switchport access vlan 10
switchport mode access
service-policy input Process-mutation
!
interface GigabitEthernet1/6
description TO FIRST CRA
switchport access vlan 10
switchport mode access
service-policy input Process-mutation
!
interface GigabitEthernet1/7
description TO SECOND CRA
switchport access vlan 10
switchport mode access
service-policy input Process-mutation
!
interface GigabitEthernet1/8
description TO TESYST
switchport access vlan 11
switchport mode access
service-policy input Process-mutation
!
interface Vlan1
no ip address
!
interface Vlan10
ip address 192.168.10.1 255.255.255.0
!
interface Vlan11
ip address 192.168.11.1 255.255.255.0
!
interface Vlan12
no ip address
!
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interface Vlan15
ip address 192.168.15.1 255.255.255.0
!
interface Vlan20
no ip address
!
interface Vlan25
ip address 192.168.25.1 255.255.255.0
Routing Example (yours will vary)
The routing is enabled by the simple command IP Routing. The other commands define the
switched virtual interfaces on the switch that facilitate routing among the VLANs in the network.
Ip routing
In addition, Switched Virtual Interfaces (SVI) are added to the IE 5000 to provide a default
gateway for any VLAN.
!
interface Vlan1
no ip address
!
interface Vlan12
ip address 192.168.12.2 255.255.255.0
standby 1 ip 192.168.12.1
standby 2 timers msec 200 msec 750
standby 2 priority 200
standby 2 preempt delay minimum 30
!
interface Vlan20
ip address 192.168.20.2 255.255.255.0
standby 0 preempt delay minimum 30
standby 2 ip 192.168.20.1
standby 2 timers msec 200 msec 750
standby 2 priority 200
!
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To facilitate routing to the REP side on the network. EIGRP was configured by the following
commands.
!
router eigrp 10
network 10.0.0.0 0.0.0.3
network 192.168.10.0
network 192.168.11.0
network 192.168.15.0
network 192.168.25.0
passive-interface default
no passive-interface Port-channel2
nsf
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Glossary
The following table describes the acronyms and defines the specific terms used in this document.
Term
BPDU Guard

CoS

CLI

Description

BPDU guard helps prevent loops by moving a nontrunking port into an
errdisable state when a BPDU is received on that port.
Class of Service or Quality of Service (QoS) is a way to manage multiple traffic
profiles over a network by giving certain types of traffic priority over others.
Command Line Interface is a text-based application for viewing, handling, and
manipulating files on a system or network device.
Differentiated Services Code Point is a packet header value that can be used to

DSCP

request high priority or best effort delivery for traffic. It is defined in Internet
Engineering Task Force (IETF) Request for Comment (RFC) 2474 and RFC 2475.

DSCP Mutation

IT

Traffic that is marked with a specific DSCP value on ingress can be changed by
the device on egress to destination device
Information Technology refers to the collection of devices and processes
dedicated to the storage, retrieval, and transmission of data.
Operational Technology refers to the implementation of software and hardware

OT

used to control and monitor physical devices, processes and their infrastructure,
thereby contributing to value creation.

REP

Resilient Ethernet Protocol is a Cisco proprietary protocol that is used to replace
Rapid Spanning Tree Protocol in Cisco industrial networks.

PortFast causes a switch or trunk port to enter the spanning tree forwarding state
immediately, bypassing the listening and learning states.
PortFast

You can use PortFast on switch or trunk ports that are connected to a single
workstation, switch, or server to allow those devices to connect to the network
immediately, instead of waiting for the port to transition from the listening and
learning states to the forwarding state
Simple Network Management Protocol is an application–layer protocol defined by

SNMP

the Internet Architecture Board (IAB) in RFC1157 for exchanging management
information between network devices. It is a part of Transmission Control Protocol
/ Internet Protocol (TCP⁄IP) protocol suite.

Table 17: glossary
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Bill of Material and Software
The following table summarizes the selected hardware:
Description
Cisco IE
switches

Reference

Network connectivity

BMEP584040

Process CPU

BMECRA31210

Remote Drop

BMEP584040S

Safety CPU

BMENOCO310

Access and DIO

Firmware or
Software Version
15.2(4)

3.10

2.40
3.10.04

V2.14

Function

REP ring

RIO and DIO
4 Drops total
RIO
To TeSys T and Eng WS
DIO

TeSys T

Motor Controller

1 EtherNet/IP
2.8

Engineering
Workstation

PC with Windows10

EcoStruxure Control Expert V141_HF0570819R

Table 18: bill of material and software
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14.1 with Hotfix

1 Modbus TCP
ePAC Programming

Reference Documents
The following table is a list of documents you might want to refer to when more details are
needed.
Document Title
Cisco IE 2000 System Configuration Guide
Cisco Catalyst 3X00 Rugged 3400 Heavy Duty and ESS3300 Series
Switch System Configuration Guide
Cisco IE 4000 4100 and IE 5000 Switch Software System Configuration
Guide
Cisco IE 5000 System Configuration Guide
Command Reference, Cisco IOS XE Amsterdam 17.3.x (Catalyst 9300
Switches)
IC 3000 Compute Gateway Deployment Guide
Cisco_Cyber_Vision_Center_Appliance_Quickstart_Guide_Release_3_0_0
Firepower Threat Defense Deployment with FDM
Cisco REP Technote
Table 19: Reference documents

105 | © 2021 Schneider Electric All Rights Reserved
EIO0000004522.00

About Schneider Electric
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